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Abstract Aimed at the problems that the network security situation prediction task is complex, and high
in noise of data in real environments, a network security situation prediction method is proposed based on
empirical mode decomposition (EMD) and improved temporal Transformer (ITTransformer). The com-
plete EEMD with adaptive noise (CEEMDAN) method is utilized for de-noising and pre-processing net-
work security situation data in real environments through “decomposition-reconstruction”. The paper pro-
poses ITTransformer. The Temporal Transformer module is used to extract the time-depth global features
from the network security situation data sequences. An Attention Fusion mechanism is proposed to realize

the adaptive fusion of temporal features to complete the prediction task in a more robust feature fusion
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way. The experimental results show that the method proposed in this paper is superior in prediction accu-

racy to the other methods, and its coefficient of determination reaches 0. 997 860, and the fitting efficiency

is good.
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Fig. 3 Mechanism diagram of multi-head attention
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Tab. 6 Comparison of evaluation indicators for different methods

7 MAE RMSE MAPE/ % R*®

BP 0.039 978 0.051 421 22.514 054 0.610 019
(—0.036 730) (—0.047 629) (—20.546 673) (+0.387 841)
LSTM 0.037 964 0.048 176 22.061 537 0. 654 650
’ (—0.034 716) (—0.044 383) (—20.094 156) (+0.343 210)
GRU 0. 035 487 0.045 078 18.713 316 0.697 633
7 (—0.032 239) (—0.041 286) (—16.745 935) (+0.300 227)
TCN 0.025 996 0.033 472 14. 689 000 0. 833 288
’ (—0.022 748) (—0.029 680) (—12.721 619) (+0.164 571)
0.023 734 0.030 191 12.893 368 0. 864 370

Transformer -
(—0.020 486) (—0.026 399) (—10.925 987) (+0.133 490)
CEEMDAN-IT Transformer 0.003 248 0.003 792 1.967 381 0.997 860
(0. 000 000) (0. 000 000) (0. 000 000) (0. 000 000)
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5 6

INEF A SIS A3 R 5 B S Transformer A9 0 % 22 42 245 44 5 U 111

A EE R R, AR SO R U7 ik e BP U5k MAE
FEAR T 91.88% ,RMSE F#K T 92.62% . MAPE [#
flRT 91.26%.R”* #£5 T 63.58%; kb LSTM J7 %
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MAPE [ & T 91.08% . R* 42 & T 52.43%;
GRU J ik MAE F&EK T 90.85% ., RMSE F&AL T
91.59% ., MAPE [ fik T 89.49%., R® #& & 7T
43.04%; b TCN 7 # MAE [ T 87.51%.
RMSE [&1% T 88.67% ,MAPE [ T 86.61%.R"
W T 19.75% ; H Transformer J7 ¥ MAE R T
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Fig. 9 Network security situation values predicted by dif-

ferent methods
2.4.5  A[REJr sk o
P10 Sy AN T3] 5 ¥ 0 458 2R 0 T 2k A8 Y38 n 1
g . M A AT DL SR 3], A SCHE Y TR A
WA SO B AW SO B D TR T A AR AL, Xk
TAR SO AR BB BE 8 A R A 2] N 4% 2 A A
(Y B R AE I BRI ROCR

0.25

0.00

|| TEAHE U

0 10 20 30 40 50

10 AN[F) J7 ¥ 09 30 28 1 T 32 AR5 U8 i it A2 e it £¢
Fig. 10 Curves of loss values for different methods with in-
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