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An Attacking and Prevention Method of Inter-Generational Model Leakage

in Asynchronous Federated Learning

HU Zhiyao, YU Miao, TIAN Kaiyuan
(Institute of War Studies, Academy of Military Sciences, Beijing 100091, China)

Abstract Federated learning is a successful solution for shared knowledge in the context of data islands.
However, with the advent of new attacks such as gradient reverse reasoning, the security of federated
learning is faced with a new challenges again. In the federated learning, an inter-generational model leak-
age problem under the asynchronous federated learning framework is proposed aimed at the problem that
participants maliciously steal gradient information from other clients by any possibility. By utilizing the
characteristics of central server receiving then aggregating, multiple malicious clients can reversely com-
pute other clients’” model update data through inter-generational versions of the global model in a specific
update order. In view of this problem, a random aggregation algorithm based on @ moving average is pro-
posed. Firstly, the model update being received each time, the central server is to aggregate it with the
global model randomly selected from the latest a aggregations, and shuffle the clients’ update order
through the randomness of the aggregation. Secondly, as the number of global iterations increases, the

central server performs a moving average on the global model of the latest aggregation to calculate the final
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global model. The experiment simulations show that the FedAlpha method can effectively reduce the pos-

sibility of inter-generational model leakage in comparison with the asynchronous federated learning meth-

od.
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Fig. 1 Federated learning framework using homomorphic
encryption

Hi T P28 38 15 25 F A R . 2 S5 R % P o |
e AR Wy ALY F) IF RD AN ] o A 0310 2 7 i 25 B A 4t 2 A6
FRIAG DUAME LA K IE | 2 A iR Y, DTG AEE 5 O iR
FanBIRIR G A IR e S IR, —Fh
L R 55 R FH 5 20 R G O IR I 2 2T HEZR Bl 4
o P I 55 g A A R AR R K R 2 A ER A P
2% 7 v T 46 IEAT VIG5 5 0 7 I ) R A 250 P O g B
PSE N IR RL M = RS 4. 7E5 0 %
AR B AIZr o I 55 A% — B R — 07 %% 7 S
¢ PABRMRETITE T U, , 7 BIKE 5 508 iR 42 Jm) 5
BW, T RE AT — R &R Wi
4 Jry B R B 0 IR 55 i K AR B e o H R
FHAS B8 TF 46 B — A i AR 2, &% o ¢ b
TR REAL TR U, A2 ] 8B U 2 Jm B AL W, 1)
SR BN M AR R A R kAR A R AL W
WA BNWG#). MU, BABRHME. X5
FEUAT L LR FH R TH A AR R R 0 A B L o AR A 4
Jry R A ) Wi S B L T R G R AT PR TH AR
BT, H—A/NT 1 EETT R 5 B % U, L
B AT AL PR L PR AT R A BRAE

SRR T, S 2D I 2 ) RE ZR A% GE TR IR 27 >
HAT i iU R8O35 ke [ 20 S 43 ) T, 745 31
STz
1.2 ETRSMENEKLES

[F 25 0 2 — Rl BCHE I % ) 75 REEAT et 58
D)1 NI W S [ BNy e A 8 O i ) | RS
HEAT IR 5 $hAT i 3 B AE S B R 45 2R, 5ok
ARG BE AR TR TSR R SR AR SR . iRl 1 B
7 O IR 55 A R A% % P i ) 25 8 O b AR B A
RIS HG  TO T 2 L HE X 5 7 ity 1) A 750 o 57 5 4l
CF SO HEAT IASGR AT, R EncC » ) 38R 7] 250 %
Ak BdE o S8R O RN E L .

Enc(a)+Enc(b)=Enc(a+b)
Enc(a)Enc(b)=Enc(ab)

G BAIA G, T RS A & R R O
SO RIRG T — NG & P i, % i i % S n) B
BT AR N . E ERRA SR LIRS A
AN REHTIDE 5 7 ity A 76 T I 5040 (A SO0 e [R) 2 n 28
AR5 1k % P v b A% 4 R T T G K i R L ke
300 i) e B

(A5 T 018 2 [ 285 0 288 6 4 %ok o % Al ki
PR o X6 [e) 285 035 2 i in %5 e P %) %85 0 R fie 8%
JIT B0 — B0 AR X AR 28 WA BSR4 — 3. 7
B~ ) rp B RR B Rl S o R sE . — i
e IR 55 i 5 R R N 25 1 b 4 JR A5 R 0 AT
%, PRI & P i A B RO (B SO T R G
b IR 55 4 RREA A4 AR UEAT N & AR IR
L&D T I 1 % 2% 7 ity A% T A R 5000 0 AT o
BAE. B—m. PO RSHRRESAEE . R ABE
Ui (4 2 4 Jry ASS Y 1) % SCHCHE & 7 i P RL A X i 3
RS TR R ik %, PR AT R — SR A bk AR . ik
& i ) B A 2 LA L TR T 4 ST i
1.3 BXFZIIMBEFARBSBE

R 2 ) e R Tl 2 48 BA AN T3 g s
HRR U B A TF I A U8, R4 MR 33 ) e o
PEHE S IO AR BTG P R R DL R AR
TR 396 o) AL o 0 B % A B A L AR R 3 e o T AR
52T I 25 3z Yook B0 0 B0 s s PR e B 0l 2
SR A5 70 e fet D % 50 e TH A5 5L S T A 1 2031
A3 A 5 RO HE BRI T DA D R — AR S AE I
AR,

H UL B4 57 A B AR AL [ S0 2 A B RL L 4
Z Tt RN R B 2 S HE SR L B8 1 K T
Bz — . nwg ST i [ 2 a n] DLk G ik 58 %
Uity b A% AR TR D b 5 Al [ B e ) A R R AN
LR IR 55 d HEAT R A RAE. E0 R
AR S 1o 1 I Gk A RS I R R s
B P i EAT B HE R I . (EVR M T S
DI 2 e B i FBE 47 ek 12 ) I AR R A o M R R 2
2N W TARAE 24 0 IR 55 5 0 BR 2
SJHESR & P R AR R TR R o o 2 A
B WEAE Y, 5 K 4 R o iR 55 2% 5 ol Ik 55
T BN/ A A N SO &/ B ST R R SILE S
& P 2 A IR G d I & i R AR 18K
P e 52 4 R AR A

JSNIUP S o IR i B NS G K/ ep ol - ep 7
A5 AL AT By A AR A D A A 1
PR A2 v B AL R L A SCE 9T X G2 S AP B
2 HESR TR 22 44 M P i £ 5 O 1E & P
Ui (A ASE LR . R B AR B R I AN R A AU DR AR SC



124 28 HETARRF M

2024 4

B 1400 1 R 2o
2 RAREREM RIS

2.1 BB
eSS HELE TR, vhol iRk 55 # — ELUE)
— A% EAR AR S B BV E AT R A IR R
A5 BB ] 2 3% 7 o Ak 2L kAR 2k,
T4 P i 14 A i 1] 2 BsF ] AR TR A2 Ay 1) ) 4%
ENGRE-2- IRk E NP ¥ NGl ie N E S
FH 5 2D BB 2 ) B A, 2 AN A8 % ) v 22 1) A
HAE LR A RRAS 19 4 Ry A0, ] B A T
P i AR S, BCBORE AR =AY 4 SR A5 AR 1Y Bl
ARANH e+ 10 +2, AEEBE R P R AR ¢
PLHE 2 AR B BEARAY W] S HE 2R ¢ 41 ARSI v
1% %5 = i SR BOHR o 122 B0 T SRR Sy B AR Y i
Uik
DL D BRI 2 I HEBR g 5] 18] 2 WoR T 24 %
A bR AR B B B R R R 1K
FA3i 2% P 3 4 MR JE Y TR A R AL AR,
BB 1 3 R I, AR R A R AR
AU B R A AT B G 3 6 & P s ) SRR Y .
BRI 3 AR AR MR W S AT i ]
M55 e Wi We, o TR G A, & P 3 Al it
B WE, BT WS RE P b 2 AR W
JEAREIRY I OB P o 1 Y35 b ik 55 4% T
R W, MIERAELZ P 1@ W, W
BB & P o 2 AN ZEE R W, & 5
wi 1 5% 7 3 AHE R RRE R B W, . B IER
O v 2 1S R 3 i 6
®F i Enc(W)+Enc(W,)—>Enc(W2) J

@ HN Enc(1-p)x Enc(W})+Enc(f)*Enc(W,)—Enc(W2)
@ HTEnc(1-4%)x Enc(W2)+Enc(8?)xEnc(W,)—Enc(W}

T %) P
4l m3 @AY B3 ©iwiig, @

TR R w, R Hw, TR R w7,
OREMEN—>  @FAIEN - @ REMHW,—
Enc(W)) Enc(W,) Enc(W))

Pl 2 S IO 2% o HE 40 i1 I AR AR 10 il 5 T o 2 TR
Fig. 2 Inter-Generational model leakage illustration of an a-

synchronous federated learning framework
AR o A B s D R IR P o b AR
F18y A 3 A5 D B T P i B . (ELIRGI H RE T
E B 25 7 i 1) RS BL B B2 30 AN g DA v 3R IBCTE %
Ui (4 B AL o A R A 7 v A — 2D 3 o A Tt R
T LA A X R 2% A DN i 3 e g 2

T B 22 S 1 7 2 AR W AR B TE R & P g 9 U1 2R 4R
i o DTG AR BT P B A

T W, &% 2 e ik el 8l my we,
L A ZRAT B A L B TR R P e 2 A
BER R . ARATRR BB B R P v R A
5 ik T B S 1) B P 2 B A LR

HAR T EN R EEE P me His g EwE
i RS TECHE . L B E R P AU HOE S 5
IR = > v, B 3 O 2 0k AR Wb I 2Rk B HE R N A
B LA I T 1 R R RS AR O IR S5 AR,
DL BCIE 7 % 7 v 1) A5E 70 508
2.2 BESH

e A 5% 70 3tk < 1) TR AR A, TR IR 55 A
HEAT S 20 B A B IE & P i 1 SR AT 2 44
MEE Pz, P, 2 s B I R R
OB A B 2 ) OC 8, B TiZ R R 221
WEE PR E B P i A S AR i R
S ECAEL IR IR YN S 1 326 AR 5 B0 A0 A #1235 e B AR
5570 it i T 9 T R
2.2.1 EEE P w5 R AR R Tk A K
6 1 AH 2%

o Il 55 4 ok FH X S B HLRAE 1 7 2, S % P
Uit BB 100, B E R i i 7 B[R] i DA ¥4 5]
A U0,100), SEERHEAT 1 000 WakAR . 3 i 3
P SIERE P WA EMN 1 9 mE 9+ 1,
SCEG A RN 3 B, % B R Ui ) B AR B T
FFAS bt A5 0 2 P v A5 BG I KGO0 . AE I b
MEEBE P mAE L ERS - EREE, EEES
iy X 0 R B Uik R R BN R . e TR, R
Fv L E R 0.9 B, 2 512509 % S R 4
TEE T Ui o B B BRI U R A A TR g
TP R 5 R BN 38 S0 . 55— T T AE A ] )
B PR LT % 7 v s 508 /D B R i R Tk

250

200

150+

100+

o0 J3E ¥ R VK

50

070 02 03 04 05 06 07 08 0.9 10
BRI E

&3 % v 5 i g B A 2 3 6 VR Y )
Fig. 3 Influence of the number of clients on inter-genera-

tional model leakages
2.2.2  EARYUCEL S B AR B I & XU T AH OC
T T4 % 7 i 1Y A 8840 2 I 2 ST [R) 4 A Y
W 2 o] T BT 22 50 kA 3% AR I 2 A B 1 A R i



55

WIS A S P IR IR A 5T b R ARS8 A R 9 i O vk 125

. HIEFER KB £, % B F 7 um IE AT B AR AR
BIBGE PSR, SCRIE 100 4 % 7 I 45 i it
17 500.1 000.5 000,10 000 ¥R &AL M BEF 2% 5, H
b 5 ST, IR A SR A 4 B Bl ik
ARES KO i L & i A T S A ik 5 T IR

B AT RE VRS 0
10 000
1661
1020254/ ‘1253712
10001 385 -
E‘é 775 95 120 137 130367
= 100 /50, 41 69
- V/ 51 00 3T
I — 50005
%4 — ~ 10007k AL
——5000{EA
L - 1000KIASR
0.1 02 03 04 0.5 0.6 07 0.8 0.9 1.0
T AP L E

P4 AR BON e AR 7Y i R vk KR 5
Fig. 4 Influence of the number of iterations on inter-genera-
tional model leakages
2.3 BRAEIERM
fifk 1 o A S 28 itk % 8k 0 M R L TE N B E
F v S 75 R AT B T AN B S 2P R A ) AfE 48
MERE T LHZ LN ERE . £ PRI
STREZR H, rpu iR 55 A A R i — OB Y
Ui 1 R B KA 02 T R B A R R R R AT R A
WO 7 g M JH SR 5 T 5T DU S & P e
SRR AT 2 e el A 2 i i i
BT B AR B 5 Uil Bt — Bl R o1 3
T Y BEHL B A 552k (Fed Alpha) 19 5 25 16 2 ) HE
2. B EBRARAE 1R,
R1 ET e B3 THH FedAlpha & ik

Tab.1 a-moving average based on FedAlpha

BT o3 BT 24 B BB LR 5 Rk T AR

BN B o RIBEST R B

Tl % AR R A R AR W

b IR S5 Wo R IR K P i

% P AT A )

For % ¢ YWilfG .0 =1.2,.T

UG IR S5 EI RN R P8t ¢ AL IS S w JORASY
D IR S5 2RI o« WA T 7= A 1 4 JR) A5 i B ik
=R AR Rt —i<a H j=i

7. RO RFWBITRE W =A—p DOW, +p 'w
8. 1t BEWL o« BEBR

> Ul = W S —

9. W' =—

10.  EndIf

1L PRS2 Wi R N

12. % Uiy ¢ 3 Wi AT A I 25

13. EndFor
EIE MR Z AL AR LT 2 A4S D5 T
DFEHLERA . MR — A% 5 o b A% i R A o

IS AR 58 5 2L R 2 2 HEZRT rhol ik 55 4% 4 ot T
RSN ERERMRES., WRAETLERESEF
Uity F BT . FedAlpha 7532 R FHBEHL R & M\ i
I o RA G 7AW 4 R BB B BLIE B — A, B
5B AT IR A . e ERAE AT 3G i P SR
¥ R BERLYE 8 2 7% 7 i JG R W o B BT B &
it TS FH B 4 R AR R A . itk 4h , Fed Alpha J7 3 Bl
HLER A 105 4 A WA 11 42 Jmy 155 70, DA TG 2% fie A5 7R [
IH P S AR .

DMWY, T FedAlpha LR A A B
RO A R I 2k B B WS E T B i
TR P] E, Fed Alpha J7 6 X6 i 5 11 25k 1 4 Jrg A5 75 3
T, ERHMITE « KBS, TORS 4
PRI o BG4 2R HIT R G, 7 4E
BT, EREENE, Y o=1 8, 5T
a1 B BEPL R & B S 0 TR Gy 5 A0 B
2O, LRF R, o BUE S A B T REAR
o B itk 58 T B L OF H Y o BUER /N BRI 8K
AW TR, BIREET o 3L
REBF R AIERE AT #2219 P REJE I, 1 3 4R
e e DRI AR ) 1 ek,

3 S£If

SEE LR 2 W . B e I 8 FedAlpha
U7 B GG S A B IR 2 2] J5 ¥k FedAsync (1 f@ AT
PRI &2 7] B8 M, 2R 5 3 I b B FedAlpha 7 &
5 FedAsync 77RO MERG &,

AR SCSZ B X BT A O 1k R A (R S 56 1 L B
FB2F ) BE P imdt 1000 44, BB E S A 5 b
72 0.6, BIALHAT 1 000 WRIEAL Nk, A oYl AT
10 ¥ sbatch K/NEE A 10, FedAlpha 5B 3004 3
X ORI SE o) 43 51N 4.7.10, BRIBAE T &R
B R 0. 7;FedAsynce 5k 1Y B 1H A& 5] 2 0k L
S MO AT R, — o P =
10,6=4,s=j —i FRIR R A BT % 5 i 455 750 5 5 A
RO & B TR (R AR 2 2%

SR 2 AR IR £ 4, BD MNIST F1 FEM-
NIST., MNIST %04 ££ F 61 639 A~ Yl Zk #£ A Fl
7396 MM FEA, FHTFIEGA 2 M ERERHER
T Ze W 48 AR, FEMNIST J2 8 SR AR B I I8 9
MNIST, f0 45 18 345 PNUNZRAEA A 2 136 4~ LA
ALCHTINE 6 45 FBUZ K & B Rl 2 W) 25 1% A,
FedAlpha J5 i FI W 25 B8 R H 2 F Tensorflow HE
B S AR 2 BB 43 I 50 186 HlT 325 578,

2 B v W) R B[] B E T P i B AR b
PR X} 4 Ry A R T AT B B (R AR G K Ui



126 28 HETARRF M

2024 4

M o B[] 8 A1 A 0 6 4 Jmp S R, 398 o e A XA Y
7 RS . S PR A 2 P S e 0 ST ) ) S ], S
SR FHAS [R] B 26 7 s Bl Jog Fsf [B] 345 . S g A 40L 2 A o
oA A R 46 (Pareto) 43 A FIX HIE 2 (logarith-
mic normal, LogNorm) 434 T W)l i if [6] , 7E Pa-
reto 43 A1 1, 43 A B AR S HOR RO S 8041 i iR R
10, 7E LogNorm 431 v, ¥J(H bR fE 22 20 5k 3
F10. 3,
3.1 FRRAEBY i 55 AT BB MR

S 56 8 b R FH B AR TR St R T RE L R R
YOS BRI R B 2 b, ank 2 Fros 24 i g
[ 8] 7347 24 LogNorm I, FedAsync Jy i 1 it &8 A]
AEMER 14. 4%, B E 1 000 RIEAR Itk 4 144
AR BRI . M o BUE A 4 B, FedAlpha
D5 R A B0 Y i B R B AR B 9 I, FedAl-
phaCa=10) 7 EAL &4 — KB £ it 85 . 7E Pareto
AT s FedAlphaCa =10) Jy ¥ W] JC — WK A B ik 2%
AL F s FedAsyne Jrik s mlfE 2 Mot B &4 T
144 F1 166 W FRACHIAIME 57 . SE a0 45 R R B, Fed-
Alpha J7 3 FedAsync J7 1 B 47 Hi %l $ b A 455 751

AN WS 2 6 S50 B AR B T e
PRI A, o BUE M 4 B4 3] 10, 86 5 it 22 1%
BLIE D . TN o P TR R A Y Bl HL A, £
A5 20 T % 7 v ¥ DA Y 6 A 0 2 P o ) R WU, A
T o7 0 e A 2 i 8 s

2 BRRUHEBEFRESEHE

Tab. 2 Possibility and accuracy of model leakages

MR TR M5
Bk NIRRT RRdEAE
/% /%
MNIST 87.9
LogNorm 14.4
FEMNIST 85.5
FedAsync
MNIST 90. 1
Pareto 16. 6
FEMNIST 88.7
MNIST 87.2
LogNorm 0.9
FedAlpha FEMNIST 84.8
(a=4) MNIST 89. 3
Pareto 1.5
FEMNIST 87.9
MNIST 86. 4
LogNorm 0.5
FedAlpha FEMNIST 84.1
(a=T7) MNIST 88.2
Pareto 0.4
FEMNIST 86. 6
MNIST 85.3
LogNorm 0.1
FedAlpha FEMNIST 83.4
(a=10) MNIST 87.5
Pareto 0
FEMNIST 85.7

3.2 HEERSEITEN
NPT o~ Bl 2 BE AL R 5 5 1k B IS, X
BRI et A Y D00 S v A AT VA o A W I ]

43745 A LogNorm Ml Pareto T ,FedAsync J5 ¥ ) i
R R E K F.85.5%~90. 1%, M a M4
) 10 B, FedAlpha J7 ¥ 1Y ¥ #) % 52 )k Y
T 52 0, 38 7T A 89. 3% T REE 83. 4% . 4 HTIA
J . FedAlpha 77 5 & T ok H (1) 42 R B B AN J2 S5
B RRAR o A7 7 38 3 25500 o S B A 5T R

RMIKE  FedAlpha 77k nl LITEIER M A T
B AN T, 3 A A1 I A 2R it % XU, 28 v S5 2P
X 2 2] 1 &8 4 bk

4 Zig

AR SCHRE b S A2 I 2 o] 3 5 i AR R i
ey IR T — R EE T o 1 S F R BE AL R &
Bk o AR AR Y i 5 U0k v 22 44 0 R S ]
A EL B, R e SR R TR ) AR 22 5, S AE e
Ui BB AR UL o BRI, P S ) I O O
B A Y it 5 il Y SR . T o T S F 2 Y B
PR 53 1 B ik A 0 0% 7 o S AfE SR I, DA T
AT 200 e A o A 252 il 8 A < 19 W REAE

A SCHIRZ L TTER AN T

1) U A R e At 8 et O 5. 7RI
YNt R b, 2% 7 s 4 IR R o SRR | A% AC
ML I, L 2 AR i A S R R R
S 1] 5 A B P S P AR M A Y

2) Bt X A L A 8 ik T 5L B 2 T o3
2V 2 R BEDL R 5 0k 8 I 3G 0 2R A i AR i B AL
e o o A TR S T 1 W E 0 i SR DU L AT
B DR R S Gk S HE IR R i A% Y A
BT

3) 47 FL S HASEALL 2 AN ] W) B B[] A R S 2l
Wz MR I Shid f2 . 2P E R L BEE BB
P S ) RO 0 | 4 R 3R AU 2R A KO i, 8
0 i e e A QA R i B TSl g R R S R R T
o1 B35 B B BIL SR 45 B30 0 AT LUAS 8% R A 5 20 B R
o > HE 8 52 o AR 0 it i X o /) P B E

S % Uk

[1] OQUAB M,BOTTOU L,LAPTEV I,et al. Flexible
Clustered Federated Learning for Client-Level Data
Distribution Shift[J]. IEEE Transactions on Parallel
and Distributed Systems,2022,33(11):2661-2674.

(2] A%, T4k, P oC. W 2F 520 U 6] 37 50y B 4
BRI B L) ] 1 7 TR R % 4R, 2024, 36
(3):108-112.

HU Z Y. YU M, TIAN K Y. Data Sharing for Semi-
Asynchronous Federated Learning[J]. Journal of Na-
val University of Engineering,2024,36(3):108-112.



55

WIS A S P IR IR A 5T b R ARS8 A R 9 i O vk

127

[3]

(4]

(5]

[6]

7]

(in Chinese)

ZHANG Z,ZHANG Y,GUO D,et al.
tion-Efficient Federated Continual Learning for Distribu-
ted Learning System with Non-1ID Datal J]. Science Chi-
na Information Sciences,2022,66(2) :122102.
MCMAHAN H B.MOORE E,.RAMAGED, et al. Com-

munication-Efficient Learning of Deep Networks from

Communica-

Decentralized Datal C]//Proceedings of the International
Conference on Artificial Intelligence and Statistics. Fort
Lauderdale: PMLR,2017:1273-1282.

ZHU L,LIU Z,HANS. Deep Leakage from Gradients
[ C]//Advances in Neural Information Processing
Systems. Cambridge: MIT Press,2019:14747-14756.
PAILLIER P. Public-Key Cryptosystems Based on Com-
posite Degree Residuosity Classes M]//Lecture Notes in
Computer Science. Berlin, Heidelberg: Springer, 2007 .
223-238.

ZHENG S, MENG Q,WANGT, et al. Asynchronous
Stochastic Gradient Descent with Delay Compensation

[C1//Proceedings of the International Conference on

(8]

9]

(10]

[11]

Machine Learning. Sydney, NSW. PMLR,2017.:4120-
4129.

ELOUADRHIRI A, ABDELHADI A. Differential Priva-
cy for Deep and Federated Learning: a Survey[]]. IEEE
Accesss 2022,10:22359-22380.

HENRY C,DAN B. Prio: Private, Robust, and Scala-
ble Computation of Aggregate Statistics| C]//Proc of
the 14th USENIX Symposium on Networked Systems
Design and Implementation. Berkeley CA: USENIX.,
2017.259-282.

CONG X, SANMI K, INDRANIL G. Asynchronous
Federated Optimization[ C]//NeurIPS Workshop on
Optimization for Machine Learning. Cambridge: MIT-
Press, 2020.

ABADI M,BARHAM P,CHEN J,et al. Tensorflow:
Large-Scale Machine Learning on Heterogeneous Dis-
tributed Systems [ EB/OL]. (2016-03-16) [2022-11-
04]. https://arxiv. org/abs/1603. 04467.

(% #F: 35 3)

11111111 1111111111111 1111111111111 1111111111 1111111111111 1111111 - @

(L

[14]

[15]

[16]

[17]

[18]

58 36 I1)

FATURECHI R, LEVENBERG E, MILLER-HOOKS
E. Evaluating and Optimizing Resilience of Airport
Pavement Networks[]J]. Computers &. Operations Re-
search, 2014,43: 335-348.

B FH AL 7K TR T 8k - 3 17 15 TR . MH/T 5004 —
20100ST. Jb5T . i [ BT it . 2019.

Design Specification for Cement Concrete of Civil
Airports: MH/T 5002—2010[ S]. Beijing: Civil Avi-
ation Press of China, 2019. (in Chinese)
SR )Mk DA A5 ok . GB/T 38591 —20200S]. b
5 o bR O R R . 2020,

Evaluation Criteria for Seismic Resilience of Build-
ings: GB/T 38591 —2020[ S]. Beijing: China Stand-
ard Press, 2020. (in Chinese)

B A PP A 48 . GB/T 40947 —2021[S]. 4k
s E bR AT, 2021,

Guidelines for Evaluating Safe and Resilient Cities:
GB/T 40947 — 2021 [ S7. Beijing: China Standard
Press, 2021. (in Chinese)

H R T 2 e A 3 00 24 2 [R) 9 0 45 A0 e M R g

[19]

[20]

PEWFFE LD, /R AR AL ARl oy, 2023,
SHEN C. Research on Topological Structure Charac-
teristic and Robustness of Urban Public Transport
Network Space[ D]. Harbin: Northeast Forestry Uni-
versity, 2023. (in Chinese)
VEERET AR I 3E X LB, — b BE T 19 4% 40 $h 19 OC 5
RS T, M AR TR 2 B 2 4. 2023, 36
(2):21-30.
XU QJ.XUL Q,LIUS Y. A Topology Based Heu-
ristics Algorithm for Critical Node Detection [ ] ].
Journal of Zhongkai University of Agriculture and
Engineering,2023,36(2) :21-30. (in Chinese)
XU FH . B R P05 A% T Sl Tl T S 0 2% ) 1 3T BF Y
[D]. MR « MR R Tolk K%, 2023,
LIU Y. Research on the Resilience Evaluation of Ur-
ban Road Network Under Rainfall and Water Log-
ging Conditions [ D]. Harbin: Harbin Institute of
Technology, 2023. (in Chinese)

(%% . %) §)





