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A Malicious Code Classification Method Based on BiTCN-SA
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( Air and Missile Defense School, Air Force Engineering University, Xi’an 710051, China)

Abstract At present, the countermeasure technology of malicious code is constantly changing, and new
varieties of malicious code are emerging in endless streamto make the classification of malicious code face
severe challenges. Aimed at the problemsthat features extracted are insufficient and low in accuracy by u-
sing current malicious code classification methods based on deep learning, a malicious code classification
method (BiTCN-SA) based on bi-directional temporal convolution network (BiTCN) and self attention
mechanism is proposed. This method is combination of opcode features with image features to show differ-
ent feature details, increasing feature diversity. The BiTCN is constructed to process the fused features,
making full use of the pre and post dependencies of the features. The self attention mechanism is intro-
duced todynamically adjust the data weight, further mining the correlation between the internal data of
malicious code. The model is verified by using the Kaggle data set. The results show that the accuracy of
this method can reach 99.75% , and the method is fast at convergence speed, lowin error, and better than
the other models.

Key words malicious code classification; feature fusion; bi-directional temporal convolution network; self

attention mechanism

Wi B 2023-02-27

EETH: HEHARRHIES (61806219, 61703426, 61876189) 5 BETE 4 [ AR RF 2% 3k 4 (2021]M-226) 5 B 75 44 15 1 BH 3 7 4F A A 628 31 &1
(20190108, 20220106) ; Bk 7Y 45 BT fig 1 3 #4531 %] (2020KJXX-065)

fEHE/ A B FH1999—), 5B YLV BN A0 A R 5T 7 1) Ry 4% 25 (0] 48 4 GE RS AR I . E-mail: hw_afeu@163. com

BIEMEE: T BA982—) . 5, BEVEIE M A Bl #4258 5 ) ﬁﬁu,ﬁu%nl\ﬁikﬁ&«m E-mail: 26471375@qq. com

S| #A. TR . g, ¥ £ T BITCN-SA (W EZR G X7 #[]]. ZFTBAFFHR, 2023, 24(4); 77-84. HUANG Wei, WANG
Jian, WU Xuan. et al. A Malicious Code Classification Method Based on BiTCNSA[J]. Journal of Air Force Engineering University, 2023, 24
(4):77-84.



78 EETR

2023 4E

Bt 1) 265 15 AR T AN W T, IO 2% B S5 AN I A2 4k
FE] 5% BRI 3 2 v s 2022 AR5 24 W W 45 42 4 (5 B
HEI SR R, 2021 b AR 3RO B R T R
AR 2 307 TTA . B BRI R 582 TTARIK.
WICEBRF RS 20.8 T4, WEH BB
ELRE , ane] v b %) % A R AT 03 28 © R 45
AT

L GE WA 3 W7 95 T hRs FURHE L 26 4y
T 2L R0 A 2 ARy T R B R A SR X T R D
FRH I AN REHEATAR 4y o3 A o A7 AE — 2 1 JRy R

H T 0 AR ) o 256 R R A A T G L
AR R & e TR S5 X BT H R AW AR AL L
A iy S R 1 AR AL S i AN Ay 26 T
B E & T e o i 2 AR R AT 36

Shy T it A% 0 3 T AR 43 25 o i B i ), R T
TREE 7 ) 1 A 3 2607 g s e 1 2 Y
o BT ARG 7 i TR BE 2~ (1 7 R B AR
S ZRREA 2 o] BOdl B9 N AR AL AR . A AT 12 9 20
PRI R 2 I AORE OC 2R . PRI RS TR 2 ST
AR 4328 T 3 AT DA B0 O R 0 oA R

T AR L 3X — S R AR 28 B SR IE AL
Fo SCHRCAJ3R I T —Fh 2 RO FHIE L& & R &
0o 28, I FH R JBE 2 ) S 3 F o] Ak 0 % AR
Ror 2 AT L B A 8 5 P A A R IR U R AR
SCHRES 4 7 —F 2 B 7 vk O iR L T IR
o] RRE AR L RMR S R b B R ] TRV &
BRI e S AL T e Tk . SCRC6 142
Y T S R AR Y 00 A A R (mal-
ware classification with SimHash and CNN, MC-
SCY i 5 BB R S I 4 S0 2 AR B 4 ol KR T
SimHash 89 K B B 4%, 85 5 )5 59 K B2 & f A
CNN Xl B #7328, LA R G
I3 MCSC $ A RO B B 477028 . Sk
L7 1K > W B A o0 Bt 0 2% 55 9% 18 2 R 2 > I 2% A
S5G  F e W R B A AR A OB I 4% % AR
AT S 328 UG R RCR . SCIRE8 2R T
—MRA B EA I RHELR, G T RSB E
2 MR R AR A3 A 5 v b i 2SO0 AN T AT
SCA R By 285 10 R PN A At SCA 38 3 5 4 () £ i G
B Sy UG DA R B JBORR i R A AT W R AR 3
AS RAFBOR . SCERC9 T3 3 ff ] Word2Vec fitil
SR R AT B SRR Y H AT S D M B A ) i, LT
A DA 2 B0 /D R R R AR R TR

AR TR A AR AR 1 T vk R S S BT
RS AR o328, —E R T b e 1T AU IR A 1)

SRNT LA b SCRRAE H B B — 7 1) R F B8 B — PRk
fIE S FRAE B ZFEPE AN SRR RS IR 1A FR .

T S b R s AR 2 O AR R
FARFIEAR L, 4 o 2% 2 R A A1 2 B RE ) 4 28 o
3R A SR ) — R T BITCNSA 1% 2 A1 4
KHE, FETAEWMT .

DA n-gram J7 B OpCode #RVERSIFTE ,
JERe AR 5 46 O i B2 BT il G OpCode $H1E 5
EIGRRAE LA Je AN [ B 40 759 R AE , 3 AR IE 22 12

2) H F B 48 4 FL R 4% (temporal convolution
network, TCN) , #4 # X 1] B 35k £ B2 /9 2% (bidirec-
tional temporal convolution network, BiTCN) H F
ARG 432 5 RRAE S B RE

3P T T A R 0 LR R A A B Y
MR G 22 5 3 0 b o B 4 C A () 9 7 A
IR s BB 4325 HE T .

1 tHXIME

1.1 EBERBEIFARE

AN B B AE B B NATARAJ % AW
P 32 SRR K S AR A 0k o S e
B P R G v i S BRRRAE L R S AL B 1 T
X R BRI T A B,

Tony % AU AE 2004 4R fE4R T 3T Byte-
Code 2B n-gram ¢ E N7 A T % 2 AL 8D 40 P14 48
2, 2008 4 MOSKOVITCH % AU 4 iy 3t 7
OpCode $EHL n-gram F#AF 1 771k, tL 3T ByteCode
FEHL n-gram FRAEE A L

ARSCHTF LL BRI FE 5 K AR 1 B 4y
fE5TE OpCode 4L n-gram FRAEAHSS &, LUTR
A REAEAE SRy A 1) 5] 35 45 A 9 2% (BiTCND B R¢iE , A
BRI T % B AAS AN Ta) RO B R AEA5 L
1.2 BHEERM % TCN

1% G 1426 B 28 90 245 R T i = UK P 20 4
HEBRE ) — AN T AL BT e, (H AT
W 5T 22 W R 28 19 6 R Bl 28 I 4% 465 ) A AT DL A S000)
7 B0 2E A7 A B, 35K AR 2 o] Sl 45 L 246

B B 2% (TCND L i il BAT 28 A9
2018 AFE & th Y, AR BT b — FhORRBR Y — 4 5 R
TCN (1) R 2 25 44 76 530 — 4 & B pg L all B a3 T
ARG BRI i 46 AR, B 1k T 15 8N Sk 2 BLAE 1Y)
MR 57 T RS2 B L I ] T Ak 2% % 4 LA RS A
7z AR B R] ) 50 300 1) 1 4 A AR G 1) R 81



541 I, 4 3T BITCN-SA 119 8 & 055 43 2507 1 79

ARASE T 1 T I [ 80 ) 47 B e 22 ) 4%, TCN mf LA SREATUNGx it ol L3R AT i A B P R AN [ R dls B
XA BRI AT R AL B A OR M B e T AR B B LR TR TE R AU LA AR RO A ] ARG AR

—BEAT 55 I L 2 R I A B 2 I 2% A OB PE T 5 H A3 P S I B A AR AR A B

ASCHE TCN 1 He il b, A 8 0[] i duk 4 BRI ARICHIA A P 5850 B T HL
2T 2 Hi B R S0 A R T R A R Do ) B BT A
1.3 BEEANSE B AT ST L TR AAZ B8 KU 18] A MG &% L AT 4

VE T ST HL 5 LA B SRR Y L Google Min  TH 3 25 PR AT 43 24 1 Vi B
e NS I T AR BN 22 9 4 W ISR T LS

R SHUR G LR E W SR G, BAH- 2 FRBUEEIA
DANAU % A 45 % Seq2Seq + Attention £5 %l

MR T UL B, 1 0O 1 3 A HLE Y L AE A SRiE AR SCE A 3 F 0L B 3 4 BRI 46 (bidirectional
=L IRATEL . BT AR MLk S &Rkl temporal convolution network, BITCN) 5 H 7 & 1 #l
A W7 L ) il (Self Attention) i &AL 43 455 £ (BITCNSA)

HEE NOUHE M AR — 2R, BEIEEAR S EER M Z AR )ZE  soft-
ARSI B RS B B A SRS max R R R A A 1 PR,

___________

\
! 1

mEyy PEE '
ﬁéﬁu\ X W B |
'/ dropout |

/ 1

S

Bl 1 T BITCNSA 1 TR0 4 FS Al
2.1 HEWALIE PEHERAERS P 51 . O B2 B A 65 1 9 kA7 25
X 5 Ak B 25 TR s 1 5 e B A TR 1Y) e A 2 AR LA L BREAER 750 v & A B R T4 i R
AR SCHE PRI R AR L Kaggle B8 FEZRREEAGIHSLNTR] . L EJG T 5 AR E T )5
1 R S 05 E i 43 i) 3 o B AR B S SR i B AMFIE R, WS FitR . B n-gram J7ik
H 7B FEAE AN B RRAE SR AR AR Rl 5 7 35 5 P 3 P L S M ERAE SRR EAR SO, il R B

—

ASIOAJL

Z(xeunjos

5]
‘ﬁjz:'
b=
7
=

91BUIBOUOD

1

1
| ! I
| ! 1
| ! 1
| ! 1
| ! !

___________

@ta, IE, BEB n-gram ) n=3, & ERIE, &5 E
2.1.1  JFHRRE R I PR A S B 1 e B A 0 2t B B s T 19 500

Y e T AT ) S R A B 4 SC A v 435 A f A . FRAEAR BOR AR AN BT 2 s .

cmp dh, [bx+si]
xor [si], dh

xor [bx+di], dh
xor [bxesi], dn e = T .
xor [bx+di], cl np(jmp’, 'sub’, 'jmp")  (jmp’, 'push’, 'mov’) (‘call', 'emp', 'jnz') (j
[bx+di], cx 5 5 9 13
or [bx+di], cx 0 0 9 2
56 53 W UROpCodclifFiy W ki Wy o 0 I i
T [bxesi], sp
and [bx+si], ah 9 9 %9 13
and [bx+si], ah
and [bx+si], ah /T
Gip  isp, [heasi] n-gramf ik
X
AR asm 3L

B2 n-gram FRAEERHL
2.1.2 PFEMRAFESR I 255 N E @, B ADR G AU B Oy KR T
AR SOV G SCAF e e i — b i, N = SBREANRS O — R AR L R Oy R
PEH R A A 8 L BB SR L R WA R S AR OGO T AR B A A i
A1) X B — AR A AR RORE I ) T AR DA B R B A Y A
ey - 2 (R X R X E] S [0.255 ], Hedr 0 g R N—HEIR R . 1B 3 D G AR A K P A



80 R

2023 4E

?E 010110100 o 8 (i e Hie ik T T AR
S g P o2 Hin W
; IR
WA S
K3 R ACRD A O B R i AR
2.2 M B iE & AR R 4% 2.2.2 WREBM

TCN i) 5 BN 26 B o] A7 0 F 5 1 e L g
B A7 AR ORE S 3 1 ] 8, . 7E 22 1 40 E B L
fest RNN H 28 A OC 48 Fh B 4, H 2 5 — 19
TCN AfeXT G 20T 015 B AT 4, 3 5k
> 4 F R AE 005 5 TR A 0 2 R) B DG BK

Ry O b AR [R) B, A SCR) B AE TCON (9 36 |
TRER T R Bk 5 BURD 9% 22 0% 42, i o IR SR W Tk &
TR ST B8 P A OC 2R, IF {87 1 47k 2 3% 2 TR R A I
26 J22 B T T S B0 B R AR ), Ak, — T
it FH IF 1) 5 2% >0 8500 AT 2 5 AR C &R L O —
5 ThT 38 3 396 ) A 2 2] BCHE DA S B AT A MR OC &R
B Ja ik 2 A7 12 ) B A BOIE B AT 45 A
ARIWCIE 2 R A% 4% J7 1] (] B8 1 AR 5 2R
2.2.1 FREERE

FERE T BITCNSA A% = AU oy R opr A
UL [ 35536 R O 24 2 vh 221 ok 25 B e e o v e 4>
FR R T R I K B B, Weight Norm ., #76
P4 Relu A1 Dropout DL K —A4~ 1 X1 (Y#FH,

TE AR A% 22 B b, 38 3 W SR K G BRI AT B
FREME . 383k Weight Norm #4740 1H — 1k, #07G
IR E 2 05 A ff P B 2K ) . Dropout 9
TN BE 7 U e A LA ), o 25 i 3 A X
CE R

o= Activation(x +F (x)) @D
K. A GF ik 2 M 4%, i 5k 22 % 52, g
AR B B A A M AR E . R 2
FEAERME 4 iR,

Dropout

Weight Norm

BN 72

1x1 4

Weight Norm

I SR HK 2 AR

B4 B2 Ras

Sy it DA% Gt 45 Rl 28 I 268 % T B 500 Ak 34 B
FEAE R 5 B AR R 31 BUTE A it 5% 7] AT, SR ] — ol o
TR B0 45 TR 28 PO 2 26 ey L B AR B

PR SR 4 B — ol R o 4 45 AR B 2 o 2%, Lt
sl T —)Z ¢ B2 BE A Z BT BE 2z, e
KA E )R W2y, 5y, 5T T %k
i, HAX.

[Rvan

;
P)=P@) =[P, |xxssvx, ) (D

t=1

X 24 I 20 A, PSR A B i 20 2
T A8 B8 R AT T T I R S 23 5% R ok it K s A
MR 3 S 1A B M B B AT R IR

AR SCHE A 36T BITCNSA 198 22 AR A% 43 25 45
B e B R i) R S A B 26 S22 v o il PR SR A B RE A
R3S R S T P 910 K8 v 5 AR S o i 25 ) itk 8% 1)
B, PRI G RS I 5 frs .

Yy y oy Ye-1 Ve

YO0 0000000
d=8
00000000

WEE O O

= O O

B =

Bz

MNZ

BN

2.2.3 WHKkER

g fift A G5 3 R 25 I 28 S 3 T P e 4
IR B AR A B A ), R FH B ik 5 B

i 1 5 Rt ] 23 Y 5 AR FE AL G 5 AR At L
g% I A5 R A 1 A5 BRSS9 A SO ) A7 AE 25 4%, B Bk
FuR B TN R S AT N B G N D R RS R N
Kevd X T RANK b &R, SIECN 4, 5 Ing
Mk BE BB RN R b HATEARX T .

B =k+¢k—1)(d—1) 3

I A X E BN . d RN B AR R
BB Anith— ok, R R 08 50 IR I ik A B 2%
AZ BP AT 5K



5 430

I, 4 3T BITCN-SA 119 8 & 055 43 2507 1 81

RSO AL R SR Ik S B R R 4 2 RN
2B d R 1.2.4.8 LA SR 2 E R £
14 25 Y1) 50 AR IO vy B R A R BT
2.3 BEEANE

ESCIVNENS=WILIN VS £ 3 € HENE S IES
RO Z R R OCEYE . HeK AL T 5
X IO AN R B A 3Fe , e A A5 B A ) e £ Q) il i
K A v, b Q=W, « LK=W, « [,V=W, -
I, P08 A o] ) o 0 () o 8] 09 AH DG PE AL IR EAT
softmax IT—1L1G 5] A", A" F 7R A1 ) [6] 5 5 51 %F
AT A S 1 A AR .

. T
A=Q dK 4
V k
A/:softmax(A):% (5)
Zkilexp(A)

e K E i Vo5 AT e A5 B g 28 1 i
0. HAXHNO=A"+V
SERE B E TE R AL 2

T

. 0-K
Attention(Q ,K,V) :softmax(i)v (6)

Jd,
3 ZBW5HMH

3.1 HEES5IHRIRE

A S B R 4l AR TR R Y R BT 2015 4F 7R £
5T Kaggle 22 JF 1% 2 A B4 4 . i B
R RIS 10 868 MREA, 4R 9 AN
PRASF I JF AR B asm KM AL 41ES 0
B 10 5B B SC A DA B — ki A XS, ¥ B PE A
o BB R A SCHERAA — 1D, — AN ME— AR R C
1Y 20 DSFAFWE A AE R —4~ Class, A CHrA S5
6 FH 70 Y6 BB A AT I 245 . 30 96 A4 85 B 4 2 47 I
K, BiREWME 1 PR,

#& 1 Microsoft Malware Classification £J#E &

BiTCNSA 5 &1 J¢ fr 5 59 Br A 52 56 3 7€ Kreas
REE T 58, HARSE R IR 55 an 3k 2 s .
K2 TRHREHRE

Kk 4 Bkt E <y
Ramnit 1541 I
Lollipop 2 478 IR A
Kelihos_verl 398 =l
Kelihos_ver3 2 942 Ja ]
Vundo 475 ENCT
Simda 42 =l
Tracur 751 PNC
Obfuscator. ACY 1228 RV AR
Gatak 1013 =gl

SH R HARRL &

BERS Windows 11

CPU Intel(R) Core(TM) i58300H CPU
@ 2.30GHz 2.30 GHz

WA 16 GB

i 25 500 GB

Bk NVIDIA GeForce GTX 1050 Ti

R HESR Keras 2.9.0/TensorFlow 2. 9. 1

FRIES Python 3. 10

3.2 MR

SEE IO R T ER 3 Accuracy R i % Pre-
cision, 3 B Recall f1 F1 {H% 4 1~48 85, £ T
Braabr e Lo R

Accuracy= TPHIN 7
TP+TN+FP+FN

Precision= TPTFP €))

Recall= % (9

Ao TP 2R 7R X IE A A B IE 8 00 ; FP 3R 7R X 1E
FEAS B 8 158 T 5 BN 28 708 X 070 FE A 10 4t 158 i )
TN 2R 7R % B A 19 1 B T
3.3 LBERSMH
TSRS R A SCER B FE T BITCNSA #0%
RS 4> S 7 AT R B AR S
SIH 13T BITCNSA AW R AUAS /0 2505 5
SCUS 2 KRR RN 22 R AR LA X L A B SE G
SCHG 3:n-gram BUE 53 BT 525
SLHY 4 AR SCRL Y 5B BRI L A B SR
o, S8 1 A BT AR SCREH Y 4y 2R BE D5 S0 2
B 22 R AR G O 1 A R s SE 5 3 43 AT n-gram
J7 V5 BEIUREAE B o B4 BBUAE B 52 1) 5 S 367 4 4 A SRR
U5 3 A ok LA S Y A7 6T Bl 36 E AR SR AU A
B
3.3.1 AT BITCNSA ALE RS 2E 5080 (L5 D
&6 R TR RS I ik A b A R A 1Y
PE BE Bl U ZR L U i A2 A, LA ] 6 Ca) 2 B R B I
Zratt AR AL B il 2 L T 6 (b)) 2 45 2% SR I 25 Atk vk AR
feryhse, BARME, ERRRINGE, 7T
VLA B SRR S P SO 8, 2 i U R A
TSR () HERA IR F 99, 75 % . L F N 0. 013 5,



82 EETR

2023 4F

R T A M LR B AL B 4 2 AN L e T AR
AR VB FEME IR 7 Fion . TR VB A B v A 32 5 i 26
B4 28 7 0 T B 2R 0 2 1 L BE P 2R i Al £
TR TR R IE H B A, ol LB i
RITE 24 TR RO F5 o AUFE A R 1432
FEFE 1R 22, S0 I 45 S 3 W, % B AU Y ok i RN
99. 75% KE B E K 99. 66 %, 1 1713 K 99. 63% , F1
{H°4 99.69%,

100+
80r |
g ||
3 601
=
401 |
— train
— test

20

0 25 50 75 100 125 150 175 200
IEREE IR
O ES

BURAE

— train
— test

75 100 125 150 175 200
Rl

(bR

K6 #BERYIL%E R

Normalized confusion matrix

[VA=E§ 0.00 0.00 0.00 0.00 0.01 0.00 0.00 0.00

Ramnit

Lollipop_ 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Kelihos ver3 {0.00 0.00 pHslig 0.00 0.00 0.00 0.00 0.00 0.00
Vundo {0.00 0.00 0.00 BRe[g 0.00 0.00 0.00 0.00 0.00

Simada {000 0.00 0.00 0.00 [WR:E¥0.06 0.00 0.00 0.00

True label

Tracur {900 0.00 0.00 0.00 0.01 [EEY 0.00 0.00 0.00 0.4

Kelihos verl-0-00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Obfuscator, ACY ]0.00 0.00 0.00 0.00 0.00 0.00 0.00 BNl

Gatak 4{9-00 0.00 0.00 0.00 0.00 0.00 0.00 0.01 ]

[ 0
o N
£

A
S T 5
5§ £ .8
EEE

&
Predicted label
Bl 7 REHIE VA A

3.3.2  HURRIEFNZRHAE Al G R LA BT S (SR 2)

T R R O £ R SR IRRE T L AR

TR LR KON Ab B 23 ) n-gram J7 ik 32 BUBRVE AD
GIVRFAE AT AR Y B B LRRAE L O 4 9 2 i A7 il
B o NIRRT IR A RO B B S R R AR
1 e BV AR K R BRURRAE LA B IR A A UEAT X6 HE L &5
BN 3 Fiw,

AT LLE TR R A R 3 ORE R
AR FLH A 4 T 48 b5 Lo Sk 852 4 65 R AR
SR T 2.96%.2.41% .2, 84%.2. 81% , L
M R R AR A R T 12, 22% .4, 66 % ,30. 49% .

25.30%,
R3 BEBTHESEHMTEREIESH
o PEM R AR/ %
FHIE —
Accuracy Precision Recall F1
PR 96. 79 97.25 96.79 96. 88
B FRAE 87.53 95. 00 69. 14 74. 39
PR+
i 99.75 99. 66 99. 63 99. 69

SRR AE

SR A5 IR AR+ R KR AE A9 TR A FRAE
4 24 SR T ARG T G e AT AT RS SRR AR X AR AR Y AR
PETHUIEL B UE T IR A R . A R R A
B 7 B0 AR UE ¢ 2 R RE I BB 08 3 il DAAS ) RUBE i ke
T AR B A BT K T 2 O RRAE AR 45 5 L e fE
OGRS BRI B 7 AR B AME T L B R AR
IR VE I 7e By 52 M , NI HUAS 1 S A A R .
3.3.3 n-gram BUE P S256 (S8R 3)

AT K i A K A B n-gram B8R L
T A R AR B A R AR L e 8 (R X A5E A
RORA HHE2 W, AR o B AR 0 B, 58 Ay
FRAEARTE] K n=2.3.4.5 5F 4 PO [R] ) (R 45 S
XS L, g 25 R e 8 s .

MR A LA AT HA n-gram B9 IUH
Y =3 RERL A HERR 35 08 99. 7500 i T HE
HRIMER A, 0 BUE R T 3 B, HEGH FB AR
S EE R LW, n=4 K n-gram B RAEBUE .

99.80

99.75
< 99.70
= 99.65
&

: 99.60
99,55
= 995019951 9345 51
% 99.45

99.40

99. 3 5 1 1 1 ]
2-gram 3-gram 4-gram 5-gram

Bl 8  n-gram A [E BUE X
3.3.4  ARSCHERY 5 AR LY 43 #5558
ik — W E 5 T BITCNSA & U 2 J

99.75




5 430

BHE L% BT BITCN-SA B B AR 4r 2607 1

83

TR PERE LB S0 AR S AR B R E

AL T 23 S L A o i R R 08 99, 7500, TE 4% Y

A RIGEAT X L, G5 Rk 4 fros . Mrfetr BT HE A L. Wik 7 ARSI
M 4 il DL AR SCER I8 T BITCNSA ARtk
£4 FAMDZRERIL
WM dE IR/ %0
VR7S FRAE —
Accuracy Fl-score Precision Recall
IDCNNIMIR™" K B R 98.94
RSGCH BE+ IR EE 98. 90
CHRL19] TR £ 14 97.50 94. 00
McscH YIEAL 98. 86 98. 07
Orthrus™" T AR 99. 24 98.72
Word2Vec TCN™ BB+ API 97.50 97. 50 97. 60 97.50
A SRR BAE+ IR E 99.75 99. 69 99. 66 99. 63
ture Fusion CNNs[J]. Computational Intelligence and
4 Z5iE Neuroscience,2021,2021(13) ; 1.
[5] DAREM A, ABAWAJY ], MAKKAR A, et al. Vi-
ACHEH T IETF BITCNSA 0 &L 4257 sualization and Deep-Learning-Based Malware Variant
e ,J?ﬁu #%‘?Ejfﬁ{fﬁﬁ T n-gram fIJ:/TEE:X ()p(,ode T;'%{/E Detection Using OpCode-Level Features[]J]. Future
ﬁg%g?ﬁ T 4% 7 T ] — 4 R4S T A 4 R g Generation Computer Systems,2021,125:314-323.

ST ,ﬁa%q,jj;‘ﬂ: Jﬁfﬁa 55 7’»7 g{%?ﬁ%’ﬂ?ﬂé E/J b2 'TJC [6] NI S, QIAN Q, ZHANG R. Malware Identification
ﬁ% G AT T 5 22 05 2 ) R A7 1E 1 o 3 b e 0% Using Visualization Images and Deep Learning[ ] ].
Z—\AIEJEI: ’/fj_E A ,Mgﬁr}ﬁjﬁﬁ 1L | 1&6% El/]’«i%?ﬁ{n Computers &. Security,2018,77:871-885.

7] EMRG I, ZAE, S A AR kT M B A

L T A R R R e PR O BT B

S " ~ - L EBE e IR HL T #2 &
SRR 2 A7 B R S . ST A BERE N 2099 4105) 8265

N Y > N W ] 2£,2022,44(5) . -833.

il iF — 25 HCHCE 4 o R K OC R B sl “§1 SHAO Y L. LU Y. WELD L Malicions Cod
s L s . et al. alicious Code
softmax JEX G E A #4702, LWL R KN,
. e Classification Method Based on Deep Residual Net-
BITCNSA H A % & 5y 1 1 5 F0 e S B L 50 UE T , . . e
. work and Hybrid Attention Mechanism for Edge Se-
AR SCAE TR AT FE R SE BT B v o A R 0 B AR . . . L .
e curity [ J]. Wireless Communications and Mobile
R EHE. Computing,2022,2022:3301718.
[9] SUNJ, LUO X, GAO H. et al. Categorizing Mal-
5 23Tk ware via A Word2Vec-Based Temporal Convolutional
Network Scheme[]J]. Journal of Cloud Computing
(1) BRI Z R, 2022 AR5 24 WM 45 2 {7 8 Advances Systems and Applications, 2020, 9 (1):
53 & A # [EB/OL]. (2022-06-14) [ 2022-07-01 . 1-14.
https://www. cert. org. cn/publish/main/46/index. [10] NATARAJ L, KARTHIKEYAN S, JACOB G, et
html. al. Malware Images: Visualization and Automatic
[2] IRFAN A N ,ARIFFIN A ,MAHRIN M , et al. A Classification[ C]//Proceedings of the 8th Internation-
Malware Detection Framework Based on Forensic and al Symposium on Visualization for Cyber Security.
Unsupervised Machine Learning Methodologies[ C]// [S.1. J:ACM, 2011.1-7.
2020 9th International Conference on Software and Com- [11] ABOU-ASSALEH T ,CERCONE N,KESELJ V ,et
puter Applications. [S. 1 ]: ICSCA, 2020:194-200. al. N-Gram-Based Detection of New Malicious Code
[3]  skAg . My, 3T S A0 Ak 22 R 4% 00 AR [C]// Proceedings of the 28th Annual International
ARG 7 () ], A B HL . 2022.,42(6) :1708-1715. Computer Software and Applications Conference.
[4] WANG S, WANG J, SONG Y F, et al. Malicious Hongkong: IEEE Press, 2004,

Code Variant Identification Based on Multiscale Fea-

[12] MOSKOVITCH R , FEHER C , TZACHAR N , et



84

2023 4F

[13]

[14]

[15]

[16]

al. Unknown Malcode Detection Using OPCODE
Representation[ C]//Proceedings of the 1st European
Conference on Intelligence and Security Informatics.
Esbjerg : ACM Press,2008:204-215.

BAIS] . KOLTER ] Z, KOLTUN V. An Empirical
Evaluation of Generic Convolutional and Recurrent
Networks for Sequence Modeling[ R]. ArXiv: 1803.
01271, 2018.

MNIH V, GRAVES A, KAVUKCUOGLU K. Re-
current Models of Visual Attention. [J]. Advances in
Neural Information Processing Systems, 2014, 3:
2204-2212.

BAHDANAU D, CHO K, BENGIO Y. Neural Ma-
chine Translation by Jointly Learning to Align and
Translate[ R]. ArXiv:1409. 0473,2014.

VASWANI A , SHAZEER N, PARMAR N, et al.
Attention Is All You Need [ C]//Proceedings of the
31st International Conference on Neural Information

Processing System. [S. 1. ], 2017:6000-6010.

[17]

[18]

(19]

[20]

[21]

EtR I, ZAEN, S BT — 4B TR & W 2% 10 %
AR KT £ 43 26T i 5 LT 1. S AR 5 3 qk
2021,38(12) :332-336,340.

MR/ANGE B T AR B T IR A5 o T Ak 0
AR 00 AL TR 5 A, 2021,57(22)
131-138.

GIBERT D, MATEU C, PLANES J, et al. Using
Convolutional Neural Networks for Classification of
Malware Represented as Images[]J]. Journal of Com-
puter Virology and Hacking Techniques, 2019, 15
(1): 15-28.

NI S, QIAN Q, ZHANG R. Malware Identification
Using Visualization Images and Deep Learning[ ] ].
Computers & Security, 2018, 77 . 871-885.
GIBERT D , MATEU C , PLANES ] . Orthrus: A Bi-
modal Learning Architecture for Malware Classification
[C]// IEEE World Congress on Computational Intelli-
gence (WCCD. Piscataway: IEEE Press, 2020.

(%R #F IR A Hh)



