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CHEN Chen'?, LIU Shu', WANG Yifei', SONG Yafei', ZHU Yan®
(1. Air Defense and Antimissile School, Air Force Engineering University, Xi’an 710051, China;
2. Xi’an Satellite Control Center, Xi’an 710043, China)

Abstract Aimed at the problems that the selection of kernel function and parameter adjustment in SVM
algorithm are not scientific, and the detection is poor in accuracy of classification, a Grey Wolf Optimiza-
tion Algorithm based on Particle Swarm Optimization (PSOGWO) algorithm is proposed to improve the
Intrusion Detection System (IDS) based on SVM. This method is to utilize PSOGWO algorithm for opti-
mizing the parameters of SVM to improve the overall performance of intrusion detection based on SVM.
The optimal detection model of SVM classifier is determined by the fusion of PSOGWO algorithm and
SVM. The comparison experiments are made based on NSL-KDD dataset, and the results show that the
intrusion detection method based on PSOGWO-SVM achieves the optimization of the parameters of SVM,
improving significantly the detection rate, the convergence speed and the model balance. And this algo-
rithm is feasible.
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50
40

Normal Probe Dos

SVM 82.77 100 100 50
GWO-SVM 93,99 90.91 100 62.96
=PSOGWO-SVM 93.03 93.22 100 90.48

(a) #5475 A Precision

1001

90T

80T

70T

TPR 60 F
501 I

40+

Normal Probe Dos

SVM 99.83 42.5 100 2.33
GWO-SVM  97.8  66.67 100 39.53
=PSOGWO-SVM 99.16 91.67 100 44.19

(b) F A TPR

FPR 157

10
5 I
0+

Normal Probe

SVM 30.15  26.59  6.61 30.15
GWO-SVM  9.07 29.89 14.38 0.94
=PSOGWO-SVM  10.78 29.09 14.25 14.25

(c) % FILFPR

100

90
80
Fi& 701
60 -
50 - I
40

Normal Probe Dos U2R

SVM 90.51 59.65 100 44.44
GWO-SVM 9586 76.92 100 48.57
=PSOGWO-SVM 95.99 9244 100 59.38

(d) 255 B I FME

1.01

09
0.8 F
AUC 0.7}
0.6 L I
0.5

Normal Probe

SVM 0.8484 0.5795 0.967 0.5111
GWO-SVM  0.9437 0.6839 0.9281 0.693
mPSOGWO-SVM 0.9419 0.8129 0.9288 0.7199

(e) H£HIZEMAUC
B4 a2g R

(=Nl

R2L

—_—

R2L

[=Nele}

R2L

0.5
0.5
0.5

1 g 0.00 0.00 1.00 0.00

r69.00 51.00 0.00 0.00 0.00

r 0.00 0.00 - 0.00 0.00

r37.00 0.00 0.00 1.00 5.00

Actual value
w ¥}

~

51 17.00 0.00 0.00 0.00 0.00
1 2 3 4 5
Predictive value
(a) SVMIR VA Hi M4

1 3.00 0.00 9.00 1.00

r 9.00 80.00  0.00 1.00 30.00

31 0.00 0.00 - 0.00 0.00

r11.00  5.00 0.00 17.00  10.00

Actual value
|95 [38)

~

5r 17.00  0.00 0.00 0.00 0.00

1 2 3 4 5
Predictive value

(b) GWO-SVMIE VA % [

1 BRI 2.00 0.00 2.00 1.00

r 10.00 110.00 0.00 0.00 0.00

0.00 0.00 - 0.00 0.00

17.00  6.00 0.00 19.00 1.00

Actual value
w o
T

EN
T

5r 17.00  0.00 0.00 0.00 0.00

1 2 3 4 5
Predictive value

(c) PSOGWO-SV MR VA 4 [
B 5 45k IR R
ME 5 () 5 ) Fa] LA, GWO-SVM Fil

PSOGWO-SVM B3k i Hi 3 B 43 28 i I8 € IX 3 #5
EPTEX ML I HE PSOGWO-SVM H kX T4
2 S A B R T A 2 RR ORI X TS 4.5
2,3 MR GO R A IR 8, — 2 WA G
2KBEBTARIT MM AZ, &5 Dos f Probe
FHELEE U2R A1 R2L (9 8048 30 sk AN B 0 1
Fa R, i PSOGWO-SVM B A 0 47 1 43 2%
RIS €8

4 4Z5iE

T OB RO R DU e, PR TR T
PSOGWO-SVM 53 fy 6 I A 7Y, 1 46 {8 PSO
AT GWO B3k 1 SR RE T AR SIGE B, SR 5
fili FH PSOGWO B4k SVM iS50, q
AW H 5 GWO-SVM fil SVM £ NSL-KDD %k
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