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An Analysis of Zero-Day Virus Transmission Model with Time-Delay and Stability

QIU Mingyang, WANG Gang” , MENG Qingwei, MA Runnian
(Information and Navigation School, Air Force Engineering University, Xi’an 710077, China)

Abstract In consideration of the influence of infection time-delay on the transmission of zero-day virus,
the time-delay transmission model of zero-day virus and its stability under the background of platform dy-
namic defense are studied, the following measures should be taken in the research. Firstly, the influence of
time-delay on the propagation of zero-day virus is analyzed, and the Dynamic Platform Defense model is in-
troduced, and a SIZRO model of zero-day virus propagation is established. Secondly, according to the Lya-
punov stability criterion, the local stability of equilibrium point in system is proved, and the basic repro-
duction number and its effect on the zero-day virus transmission are analyzed. Finally, the number of in-
fected nodes in SIZDR model being compared with that in SIZRO model, the feasibility of using platform
dynamic defense to solve zero-day virus transmission problem is demonstrated. The theoretical analysis and
simulation results show that the proposed model can objectively reflect the time-delay propagation and im-
mune law of zero-day virus, and the Dynamic Platform Defense can effectively improve the defense effect of
the system against zero-day virus.
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