21 B3 = OF TR KR o MOARRRERD Vol.21 No.3
2020 4E 6 A JOURNAL OF AIR FORCE ENGINEERING UNIVERSITY(NATURAL SCIENCE EDITION) Jun. 2020

FERHMEMEENEFEREIRETHRE

FEuw, £ OR, BRBAE. S =, LEF
(BETEKFAFEBE SR, UL, 710077)

WE IRATFEHAVHAFAAN FENELEMGTHARE CETHARELBENTFEHIHHENE
FRAFRAEIB KRB HTHAR., o5 ANFEFEBERENENTF . ERAT FaRAIEIHDIAT A0 HRE
MERETHWEMEEREE . 2N T FE B HF T ARSELXRZTPMEZEZR. EXT P AW
MM ENE AR AT X SR ERIE T EE5RFLAZ AN RS, B 2R BT/l #8 T 20Kt
ErE:imE . BAENLE T ENRASEMRE SN RES T E &I T ¥ ARSI HE LI &Kk £ R
Kk, BN GEEREA . FEARBHT ERATB E B E Rk LA I oh b5 8808 78 B#
RPeH AW HAREBNENKERENFELHHERR

KBRA TFed AWM ASEREH; JAEE; HESE L4 #HR%

DOI 10. 3969/j. issn. 1009-3516. 2020. 03. 014

hE4SHEE TP393.1 Xt EL A XEHS 1009-3516(2020)03-0085-08

Platform Dynamic Defense Evolution Game Model and State Migration Strategy
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Abstract In order to improve the adaptability and defense effectiveness of the platform dynamic defense
system to virus, a platform dynamic defense evolution game model and state migration strategy based on
the finite rational hypothesis are studied. First, the mechanism of virus transmission and infection is elabo-
rated, and the state migration relationship in the platform dynamic defense is provided. Secondly, the PDD
evolutionary game model is established, and immune factors are introduced in the income calculation while
the immune characteristics between the migrating platform and the virus type are considered. At last, the
flow chart and method of single state evolutionary stability strategy analysis are given in demo, and a novel
node state migration strategy are presented as well as the corresponding algorithm. Theoretical analysis
and simulation results show that the node state migration evolutionary equilibrium strategy of platform dy-
namic defense has better efficiency, and can effectively solve the platform migration selection problem of
platform dynamic defense system in the case of random attack viruses.
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