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A Network Risk Assessment Model Geared to the Needs of Tasks

SUN Ao, YIN Xiaochuan, LI Xiaoqing
(Information and Navigation College, Air Force Engineering University, Xi’an 710077, China)

Abstract: In view of network business security risk assessment problems, a STRIDE-HMM network risk
assessment and prediction method based on STRIDE threat modeling and HMM theory is proposed. Tak-
ing the network service as an entry point, the construction method of the task description model, the task
asset model and the task risk assessment model and the relationship are given among them. The task de-
scription model gives the task phase partitioning and corresponding asset sets, vulnerability sets, and
threat sets; The task asset model gives a set of assets depended on each stage of the task. On the basis of
this, HMM is used to give the quantitative calculation method of asset security status. The task risk as-
sessment model realizes the risk assessment for network business by using aggregation analysis method to
achieve the task risk value calculation method according to the results of the asset classification set. To
verify the effectiveness of the proposed method, a typical web application example of assets, vulnerabilities
and threats combined with threat modeling tool TMT is given. The result proves that the proposed method
can provide decision support for the security planning and scheduling oriented to the needs of tasks.
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