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Abstract: NDN security mechanism lies in the information itself, and the effective signature and encryp-
tion must be given to the data transmitted in NDN , otherwise the attacker can get data or send them at
will. In view of this security problem, a lightweight encryption algorithm is designed. The meaning and
purpose of the each step of the algorithm and security under various attack modes are analyzed in detail.
The algorithm is optimized to improve its efficiency and is embedded in ndnSIM for simulation. The veri-
fied data are transmitted in encrypted way from the publisher and the identity of the publisher can be veri-
fied correctly after receiving the data, and the change of plaintext and the verification data can be correctly
solved. The effect of the algorithm on confidentiality,authentication , integrity and efficiency are verified.
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19.8s 0 ndn.Consumer:SendPacket()

19.8s 0 ndn.Consumer:SendPacket(): [INFO ] > Interest for 198
19.8s 0 ndn.Consumer:WillSendOutInterest(): [DEBUG] Trying to
add 198 with +19800000000.0ns. already @ items

19.8204s 2 ndn.Producer:OnInterest(0x229ce70, 0x22ba778)
19.8204s 2 ndn.Producer:OnInterest(): [INFO ] Producer

find : NodeID:2 1in the trust list

19.8204s 2 ndn.Producer:OnInterest(): [INFO ] node(2)

responding with Data Name: /prefix/%FE%C6
19.8204s 2 ndn.Producer:OnInterest(): [INFO ] node(2)

responding with Data Content: k[#6(e>Yeepeze[lHQuux[{§!
(0#000[}0w0|0@1<q.2g0' ooooogo.VanVoholioo‘oToVSAthVo {o+Xe
$030YXUDULVS TOLISo0oVe |K(iPe: i3

aann- e B ———— ~/amnnnr-a  Auannciant

& 5 producer Jill % ¥4 iof F2

e 6, 5 117@]%3?:{%%%,%/\ consumer
B T data 81 AYf0 BE BAE R . 5B 4 AT ROR,
consumer MR 4 data £ A 9 1D 5 46 A5 {5 £ 51
X KM p, fﬁﬂ%* Bk 7 OUEE BT LT b
Kt B s e B . 55 5 17K consumer A4 %5 41
frm  TELE, X B{5H N “This program is de-
signed for Named Data Networking with smart grid

in my Graduate Design. This Data is sent by No-
delD:2”, fHJ& & 7 5¢ % k45 70, B LI5S 6 17,
consumer T8 17 B A EIE 5 data 43 AT Y
TEE AT L H - AR 5 & B hash (BEAH S5 i DL B2 oKk
R A S E

19.84295 © ndn.Consumer :0nData(ox14bcsan, 0x1475728)
19.8429s © ndn.Consumer:OnData
19.8429s © ndn.Consumer:OnData(): [INFO ] < Content received
:k[[#6(o>Yoopozo[[Houux[[§! (e#Deopewe |0g1<q[[§2ge’ _eessege[lflY1nKVe7ael_oe eTeY5A1hZVe
{o+Xe0.9030YXUpuULVe folTe

19.8429s © ndn.Consumer:OnData(): [INFO ] Consumer find : NodeID:2

in the trust list.Now begin to test Hmac for integrity

[INFO ] < DATA for 198

19.8429s © ndn.Consumer:OnData(): [INFO ] < Data received: [HeI?eexax[H#
o9@etoe von200ERd[JS eve eoMpeerhMB
00" @r | e0300Hveerh
o8[[ides"ve_LeoY(~
[(fpo4ee_geeUlt]

19.8429s © ndn.Consumer:OnData(): [INFO ] Hash not equals ,so discard data.

[ 6 consumer fif % B4l K Nk i B K]
8 po M consumer Y {F AT 51 3 Jedst, QA 7
%5 4 47,98 consumer L2 INHN p. KL B EIE A Z
AR AW Ja T 2D RS 23 64T

19.8429s 0 ndn.Consumer:0OnData(@xcce5ad, Oxc877f8)

19.8429s @ ndn.Consumer:OnData(): [INFO ] < DATA for 198
19.8429s 0 ndn.Consumer:OnData(): [INFO ] < Content received
:k@é(of(oop&zo@(}ﬂuxg! (e#Doopowe | 0@1<q@290'7oo0w¢go
Y1nkKVe7ael_ee  ¢TeY5A1hZVe {e+Xeede3eY%UpulLVe felTe

19.8429s 0 ndn.Consumer:OnData(): [INFO ] Consumer find :

NodeID:2 1in the trust list.Now begin to test Hmac for integrity
19.8429s 0 ndn.Consumer:0OnData(): [INFO ] < Data received: This
program s designed for Named Data Networking with smart grid in my
Graduate Design.This Data is sent by

19.8429s 0 ndn.Consumer:OnData(): [INFO ] Hash not equals ,so
discard data.

7 po ANRARAEIEIE 238 e 72

i bR B AR R TR i L L 5
B SOATEYE
3.3.2 Yy 7 sUBLU R R

D Tl % LR N 2

TR E U g R A AR L N C O SO G
HWME B E EZR T RKEM nodelD, 42 Jy: “ This
program is designed for Named Data Networking
with smart grid in my Graduate Design. This Data

7L nE 8 s

is sent by

19.8429s © ndn.Consumer:0OnData(0x1c2b5a0, ©x1coba3s)
19.8429s 0 ndn.Consumer:0OnData(): [INFO ] < DATA for 198
19.8429s 0 ndn.Consumer:OnData(): [INFO ] < Content received

s k6(o>Yoop¢onﬂux! (e#Doopowe | 0@1<q@290 i 70000690

Y1nKVe7ael_ee;0TeY5A1hZVe {e+Xeede3eY%UpulVe felTeeee
ovolk[ﬂ

19.8429s © ndn.Consumer:0OnData(): [INFO ] Consumer can't find
: 1in the trust list.So this data is not trusted

8 a4 32 B EkUE B B S g

consumer S AN TE B0 2 A5 o8 # L (H U2 AT LA
MAGAESN b 6 s 25 51 A % A B B0 TR A 2
AN AH G5, T2 0 3 1R 36 TIE 2R UL, S - 42 OB

2) Wi # Pk B 3 AR 1D,

R 3 i Z 515 19 ID(FE X BLAR % 1D
4 Node:2) , [n]{H 2% % k&% H 2B Hmac F1 C, LA}
ZAFAER 1D, AN 9 Fros .

1, consumer $ZISCEUHE J5 7E 5 11 51 35 HL 46 5]
T Node:2, F2FIH p. 1% B B8 N BT =
AR ER R T HGEE M p, BB HAM S, L
fiff t IE B {5 B o8 B M I TR R W, AN T Rk

19.8429s 0 ndn.Consumer:0nData(@x22985a0, 0x2286108)
19.8429s 0 ndn.Consumer:OnData(): [INFO ] < DATA for 198
19.8429s 0 ndn.Consumer:OnData(): [INFO ] < Content received

:k[[l6 (e>Yoopoze[[Honux[[§! (e#Doopewe | 0@1<ql2ge ' _eeeoegelll

Y1nKVe7ael_ee ;6TeY5A1hZVe {e+Xeede3eYXUpuLVe felTeeee

ove | kR

19.8429s © ndn.Consumer:OnData(): [INFO ] Consumer find :
NodeID:2 1in the trust list.Now begin to test Hmac for integrity
19.8429s 0 ndn.Consumer:OnData(): [INFO ] < Data received: This
program is designed for Named Data Networking with smart grid in
my Graduate Design.This Data is sent by N

odelD:2
19.8429s © ndn.Consumer:OnData(): [INFO ] Hash equals ,so receive data.

9 ID Bl I Y By 3 5K
25 BT IR SR 1 2 A LA b A 45 Moy T CHT
F19 17 ¥ 5 W o AR AE 0 H AP AR B T RE

4 2;; To

A BEH B AR S B — B i& A NDN R 25 44

IS HSCHRE o e s S 1 R B IR O S A OO £ S fF
LA it ndnSIM i B g8 #EAT SR . Iy
13 SRR LA 1~ 6 25y &3k J7 B8 Jn s A& % i
PSS T~ 13 2 45 WOy B A A 5 R0 3 ik 1 i AR
IR 7B AL T oS B L AR . [F)
WAL T S sl B 1 BEROR IR XTI 2 1 &
o 1 2 it O 3L A4 95 28 o B N A B B
D3 OB 55 A A N 1Y) B 0 SR W, B R AT ) i R AL
Fo BEBE M H I E & >R A ns-3 ¥ ndnSIM fj;
FLAKME . 58 423 N NDN g HEZR (i i e fb oy 0.
T IS A 1 % 2 FE ndnSIM R B E X —> 12
AP FRF AR >R FH B A I PR SR L AL ST R
{52 R W] T RdE I & A O B R L ST s
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