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Research on SDN Virtual Honeynet for Network Attack Situation

LIAN Zhe, YIN Xiaochuan, TAN Ren, BIAN Yangyang
(Information and Navigation College, Air Force Engineering University, Xi’an 710077, China)

Abstract: Aimed at the problems that the existing network situation awareness cannot acquire on-demand
situation information and cannot adjust the network structure according to situational threat of network at-
tacks dynamically, a SDN-based virtual honeynet architecture is proposed on the basis of flexible traffic
control principle with the combination of good scalability and manageability of OpenDaylight controller.
Through constructing a SDN-based virtual honeynet, the separation between data control layer and data
transmission layer is realized. Simultaneously, traffic controlling difficulty and inconvenience of deploying
or dynamically adjusting physical machines are solved compared to traditional honeynets. At last, the pa-
per utilizes Mininet platform for building SDN virtual honeynet. The experiment results show that the
SDN-based virtual honeynet can achieve on-demand access to situation information and dynamic adjustment
of network structure etc. , thus reducing the network attack threat.

Key words: attack situation; software defined networking; virtual honeynet; on-demand acquisition; dy-

namic adjustment

MM BB A M4 Rl AN TSGR AR A 9 28 25 S5 BRI 58 %) T 24 iy ) 4% %

WREEHE: 2016-12-14

EE£TIB: Perisd Tk BHE B H (2016GY-087)

EE R BE W A994), B TR LA, FENF ML 515 B % 25, E-mail:lianzkgd@163. com
BIRAMEE: B IQ961—) 5 By P2 A 88 . EEMNF M4 515 B L2 W%, E-mail:byy0902@163. com

Sl . REN. EH., ¥ HHNEKEESH SODN ENERN[]] ZETRAFFRAKFFHO. 2017, 18(3): 79-84. LIAN
Zhe., YIN Xiaochuan, TAN Ren. et al. Research on SDN Virtual Honeynet for Network Attack Situation[]]. Journal of Air Force Engineering
University (Natural Science Edition), 2017, 18(3);: 79-84.



80 25 TR LR BRE D

2017 4

RS EAT B A IA A, AT X 9 46 0K 2 i 17 Ak
L0 DT Ay o 3 4 AL A S . R
— b EZh B HL G 8 T 51 BT A SR ET R
B ) S E PO 2% W A O AT R 1 T R AT R
M —J5 T Al LGRS 38 LR 4P S R 2% i VR T 5 55— T
A LU o 517 s o o T AR IO 2 ) A R B Tl
Tk i — 25 X R R A A A B AT 4 A PR AR SO
M HEAT A6 B AR SR o D0 4% PR 5 2 S AR A 1
N T AR ST IR IR RO IR I A B E B OF
AE R N X o 2% 78 A2 (10 2% SR B0l AR SCER T — A
3T SDNM (Software Defined Networking, f&] #%
SDN) [ i #0028 I B H 322 B0 48 35 4% S0 1) 6 ) R 4
A AR ¥ 2 DR e A ok g SR Y I 4
P, A SO AR She Ay T 2 4D L LA X
Do 28 G 1) AN R 75 3K 5 T0 AT G0 IR 2 I 25 1 ) 3 4
R IF Bn] LS B Bh A TS . — 5 T Al LA s A
7L O 4% 235 b SR U/ 1) 24 <2 4l 4 R OO 2% 22 A
I3 —J7 TR LL3E 3 2l 25 58 5 i Ak WO B e LA
MERERAEE AT UL SR EG R MR
PR S I SC B E BB

IR EPS i

HER AR R AR R T HER M AR KR 214
) T g A LR 55 L 0T TR £ I 4% B Ak
TEARXTFRIEZE Ry 1 ek 2% 3 B e 7 12 9 AR X B e
WREBARF UL . B R R SR R A
R R AR B RER RS Z R AT Y
LR TEMARGR 5 FCHEF AR . 45 B
RN E Rl NG g TS RS (173 O TS (k3
ARARE T RESIWEE. BITE MWD %K k3|
5 3 AR HAZ O HORTE T H By 5 (S B e 4% - X i 75
BRI RARE " . HE LN EMTEERS
Dt g 2 A PR X S ) BRI AR N O A B A R A A
B U A B DI [R] AL T 1 0 % A A 22 A 1 ) 2 B
B2 N REXT ) 2% 25 S HE AT A BT R B4 0 R DT AR B
AR SBAE RN . BB AE 2015 AR T
F Openflow HpS ) B2 L% W & 45 . iz H Openflow
AL AR T B 5 Gt 5 i SEAR L B A P 5 Y R
B 105X AT W OR SRV I B R TS N
P 1 A R T AT BRI R K €5 B 1 ) 245 L 4 A
TS AR 8 08 5 Jy (o b, 15 1 DU 52 R >4 T ) 8% i
A, ARSCEERT NG LR L, 3F — 25 %) W 4 Y 7
AHEIEAT TR B, 4 SDN K $L % ), 58 0 2 5
RIS BT B I X 0 45 25 SOtk 100 2y 285 8 4 1) 2% 245
T o o A1 TR 8% o 285 A I AR O

2 HA A

2.1 SDN ZE#j

SDNHE T — A R e S 2% ) 1) 4% 48
5 B AT DA S A X P Y 0 2% 1 A HEA T BB L
Tob R A T X R0 4 e % B S S I R L Gk
BB 1 1 2 5 B A 2 4 B BRI &%
B AR T 5 B 25 A A o I RS L e T
) R 3 PE S R P bk, DL 1T BT, W LS
KA TN AR G PR R e B T
FN o LA JE X D 4 B8 U5 0 AN TR 5 oK HLE T OG0 IR 2
D 265 ) ) PR F A5 A8, 38 58 SDN 4 il 5 % D) 2% v 114
it AT AR SR A RO P A ) D 4% 2 )
RE B FEME

[ Wz - - A% R ))') ]
B B A
[ Bl ( MN mwm)]
[ (magg ) (Wags ) (Wgiks )
HRE

j Eﬁ*ﬁﬂ—%‘ﬁiﬁﬁﬁu
= (mggx ) (P%EEE)

K1 SDN A4y
Fig. 1 SDN basic architecture
2.2 xEk[13 1B E 51 5 it
SCHIRL LS T s I 246 Jr 448 436 14 2% 286 R 55 K0k L e
132 B A9 A T3] 2 530l o 2 1T — ol T RS IAR
ER BT S FIPAE AL . AHOCAT 5 8 S U
HARBER PR WL SCHRL 13 ], 3O e S i R 45 22 2
FARBL

F = (S,A.C.N.T) = > 8(>,10%C;) (1)
i=1 i=1

KR F R W 2% 52 3 1) Ja T A 2 K

H 3 S 6 ) P AR BR 0F 19) 2 25 i DL R AT T AR IR
HIAG SR 2 HEE R 1 Mg Pk 55 s TR
Ol 2 9 e g5 32 BI04 BOs U R Rl AR L e
25 F AR SRR AR 8] Be N IR 95 Ras 4T . 07 R m %
I BE PN 3% M 55 R 32 2 2 i, O e 78 B (2 i ik
BO ) 2R e 55 32 ) 09 PR B

RO 1.2 R RL 2% 2T DUt 254 ik i) B
(4 M A5 4, SCHRL 13 JOUR X Mook A8 $ b A7 1315
55 T L IR 0 T it A S AT Ab B . R SO i
# 1.2 WP TR A IR 55 18 52 21 00 ol R L Bl 1
JE B B2 BT 3L T SDN B 8l 285 i 4003 ™), 24



3 3

B . 45 < T 1) ) 2% Tt 5 3 1Y SDN 48 25 0 81

S [ 28 5 ) o AT FT LA S o 92D B 5 L e A IR 55
e AR ARG el J W 25 3 5 JF T LU X 24 iy 2 A 42 75 3R

WO Z A5 B AR 2 5 T B AU 9 R 55 38 B 4%
AR BS SR B H Y.

x1 REESTRA

Tab.1 Service operation condition

Fisf [ Iz 55 44 Bk Bi n
T, {FTP,RPC,SOCKET} {0. 335,0. 375,0. 29} 3
T, {FTP,RPC,DNS,SOCKET,HTTP} {0.265,0. 282,0.103,0. 295,0. 155} 5
T, {FTP,RPC,SOCKET, TELNET} {0.192,0. 391,0. 306,0. 111} 4
T, {(FTP,RPC} {0.564,0.436} 2
T; {FTP,RPC,SOCKET,HTTP} {0.079,0. 295,0. 237,0. 389} 4
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Tab. 2 Number of service attack and threat level
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Attack flow forwarding process
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Tab.3 Mainstream open source controller comparison
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