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An Analysis and Improvement of Two Sign-cryptic Schemes

BIAN Yangyang, YIN Xiaochuan, ZHAO Xueyan, TAN Ren
(Information and Navigation College, Air Force Engineering University, Xi'an 710077, China)

Abstract: Aimed at the deficiencies of Zheng sign cryptic scheme and SK sign cryptic scheme, this paper
proposes improved schemes respectively by utilizing the principle, i.e. sign cryptic information and open in-
formation for restoring the information needed by sign de-cryptic scheme to the needs of safety and effi-
ciency. The difficulty of solving one-way function is utilized to improve Zheng sign cryptic scheme. The se-
curity has been greatly improved compared with the original scheme without affecting the efficiency of the
case, and has forward security and public verifiability. The bilinear pairing of elliptic curve and identity-
based cryptosystem are used to improve SK sign cryptic scheme, and the safety and the efficiency of the
improved scheme both have been greatly improved with the public verifiability, and the communication
cost and the computation cost are reduced. The results show that the safety and the efficiency of the im-
proved schemes have been improved and meet the basic requirements of sign cryptic scheme.

Key words:sign cryptic; forward security; public verifiability; one-way function; identity-based
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wORHEEESFED ERZHED A M
Bk RO SK EHH R, U EREE
1 — 2302 1T LUKE ) — 9 8 R 3% 45 R TR, 3 g4
N H Rl f s B E T A R AIB— /N 415 B i A RE
FWHAMAMER . X —F A SR H
FEEIRIA KA E AT ) WA AR .

SRIMT 38 b %h b3k 2 A28 B i, K
Zheng J7 G2 & — B 25 44 R0 % r EL A R RREAE L 3
NI % A TR Y B SK i £ A
W AT NS EPE 2SR . £FXT Zheng T RA R,
KREBREENT G T BT R ZER TR AR
)28 Atk R B SRR E RS s X SK T B A7
PR %4 b, 1 T AR N T — R ey
E SN ERTE F NIEREF/NTIT AT 8

ARSCHEXT Zheng J5 ZE HE 47 43 B i 3Lk 1, R
SR At B 1) B K IV T % R A P T 9 AT e O L
PO 5 ) 7 58 ELAT 1) 22 4 1 RS T 56 UE 5 X
SK Jr & A7 R A 4 M. 78 56 F 5 0 1 %5 5 1k
G S i o ] 2 N B S OB 2 D R/ e
T — T B 0 IR B A AT F 50 UE M A ek O
2o U SRR AR R DGR FAT AT A TR AR BAE
F PSR BN P SRS L 1 4% L E-mail
HEIP ik S5 IR AT LIS EE [ 3h B S A, iR
T AN B B BB DAE A & A A2 R

1 fi& iR

259 b I B AR B A A BB VR 2 L
ISR BT 4 N BRI pR B, Hash pR 2L
Je BT B Ay 1) 5 B A o) 45 45
1.1 #EEMmMIR

EX 1 B R — > R LR R
F(x):D — F IR Ry B ) ok 50, 0 2R 0 2 < XHE
B e €D, v USSR £ (o) s LT A
My € F oRff « i1 f(x) =y ZEAMERN.

EX 2 WERMEX &G FG, ¥ e.G, XG, —
G W LT 51

1) XL

WEE P.Q,.Q, € G, Fi: e(P,Q,) » (P,
Q) =e(P.,Q +Q, XEE P,,P.,.Q € G, f1:

¢e(P,,Q) +e(P,,Q)=e¢(P, +P,,Q).
)RRk .
fFIEP € G, fli. e(P,P) #1,
3 AT .

AR e g XU M Xof Bl AR PR A2 #8 L B 2 2 e (aP s

Q) =e(P,aQ)=¢ (P,Q)" .
1.2 ETEHEZREH

O B T R ) S A5 P AN [) 1 2% B AT o 22 i
B R R A TR A AR U AN T AR ER I 2 B oK i
fifp B B o AELZA A T A ) e DR ) [ 2 ) T A
3 77 CE 3 P 1 B0y L K e o g 9 A B A% 20 i 4
SAREPLiDRE ¢SV 1§ Vil D EEY URI S A Ry V)
55 BE 1 T B A HAF AR BE TR — D R A PR AR .

h T gk L AR, Shamir ' $E H T — Bl R Y
WA 5T B O 1% A AR 1k i By
YER 2B T8 B 0y, 2 48 BRI P AHSC IR B, L
W RS k4% R A ik 5655 . IXRE I F AN
2] LA 5 =07 ) ) 2 WO 1 A B AR 4 5 8
TAPMEEME M, #ln, Bob Al A C Y HE A Hy
Hik Bob@ bob. space YE Fth i B 315 8., 24 Alice 75
B Bob KA1 B I A% 5 4 5 & Bob@ bob.
space £ R AN EHHEAT N Bp AT,

2 Zheng J5 5 R MU TT 5

2.1 Zheng AEHSH

1% 4 52 I 38 45 T B O MAUE T BB A9 5 vk L 4
AR LK . A THREBOR, Zheng T 1997 4EH
WA T2 07 R AR Ge 07 3% BB A BRI
AL AT A BT BRI B R AL
2.1.1 Zheng % 7 %

Zheng (W% )7 % SCS AT 3N RES K
Op: RKEEDq:p — 1WA ERT: O g:[1,
2.5 — 1] N g mod p BYEEEL,

hash J&—F 5 [m] #5353 KH & — A 3
P B B ) Bk L (B DY) 28R —Rh Xt FR % 5% 5
F. XK SCS MR ALSHN: (p.q.g.hash,
KH,.E.,D;),

RE Alice WAAVHN =, IR vy, =g™ mod
p »Bob MIFAHA =, MRS v, =g mod p , flif]
PATIN TR,

DM [1,2,000g — 1] PEEHLER 2 .2 &k =
hash(y, “modp) K b BEHFEM D N L, Fl ko

2)0=E, (m) ;

3D r=KH*E,(m) ;

4)s=x/r+x,)mod q .

fith (0,r,s) IFHE IR IK L Bob,

filk 25 R A

D FH rosgpyex, #dFH =
hash[ (y, « g modp ] KK & ;
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2K ke Sy Ry A ks

3)m =D, (@),

1) KH,, Gn) =r B UL Alice X HI9TH &
JETCUR Y BE IR o, 75 0 5 S L
2.1.2 Zheng J5 ZYERES BT

ARNES BT AL VRN AT O 3 v R — R
RO W RRAE 7R MO R BR . 7R SR B,
Bob I/ H C WA x, fiftth & AHIEB SR 2
KAV, FER AT £ =hash (y, « g")""" mod p
=hash (y, “")*mod p . R Alice B FAE] =, it
#% ARG 2, PAT A CER AT LLdE o b OR A &
X T L R R 45 R S AT A 2 AR AR A U E
5 BB 25 15 8., HE T AR 15 XU 138 IR 8 Bl Zheng
T BAEA W A, A HESK ff kB AS AT
SR E TARH 2, Wt B R A BT Bob A
REXT 2 24 FEAT IR, B LLZO7 RA RS A TP .

BRI BT : Zheng J7 BEAE A3 % 3C (0 0s)
MM BY RN |HCO |+ [q] o TR, EE 4
YEALAE 3 RARIE 5, 3 IR A is 3, 2 IR/ fk % iz
B HHAB R S 28 44 5 I J7 38 I AR R AN AIE

R, %07 58 OB A T O i 1 FTHL 2 1 L g J
ANBEE A2 S PR 2, HAERCR E S HE %
IR A TR KRB E .
2.2 £33 Zheng BB F R

SCHRL7 T 48 6 Zheng %5 % J7 58 10 ol E
E RN R R N = (S oy A N = /A R R T
PE . AR 7 22 0 B Al b R FH SR Sk 5 1) bR B
RIMEYE 32— FP XF Zheng 7 5 1 0tk B 15 L R AR
1 H B 1) 2 A R HA A A TR IR
2.2.1 MUt TUr A HR L

BT RS 2,11 R AR TE . R &,
HFIAERUIN %40 ko B by FIRTHH 2, —
B8 ka2 % B2l . Bt 7R
Zh A BN ST ORI ke R Ry o AH MR BLZS A8 9T
LR SR B R O RDEE R 51 A S0 S RIS
THEBRZ AR HA SR TC SRS B4 ko, HET
BRI ko 205 1 B SCRYBLEE P ] I 52 B
TINIEIfE.

DM [1,2,500g — L] HEEHLIER © W 3T5: &y
=g"mod p, k; =hash(y, “mod p) ;

DB c=E, (m) ;

3) r=KH,, (¢) ;

4) x =(s+x,)mod ¢=s , S =g’ 'mod p ;

S (cor,S) IR IR S Bob.

fifp 2 Bk

D Bob W4 B X (corsS) G, i by =(S -
y.)mod p, k; =hash(k,"*mod p) ;

DA m=D,, (¢) ;

DY HAY r =KH,, (¢) W, 3% m ;&
m, %7,

Bob YK 2 1 B 5 . FH B A FFAE BCoR R ks
PRk — BRI A C R I o G 50 UE B
Bz om W R4
2.2.2 ST TS RGBT

FESGH T ST BRIEESUER (cor,S) A
TEH by R R, X B HAUE RN DI RE, g T
59 B AR W RRAE . R 28 9% 0 8 RN A B AT
LAt fifp 25 %% B e 2 05 8L D) AT o W % ol Oy 2
HPIE

T 25 B B B B0 ke R Ry o T R 25 25 TR
W B R B RS B TG B RS g 5 3 %
R MR R =k H R =k, WA LIGER |

BEE .
E1H OREBMILEIEREPANCHITR ¢ .

x=(s+x,)mod g =
g =g""mod p =
g =g «g"modp=
g =g " " mod p (D
F28 KR BIER =k BT,
kv =(S «y ) mod p=(g* + g™ )mod p (2)
X DORARX ) 155
k' =g mod p =k,
E3H KM ELBIER, =k, BREROL.
k', =hash(k," mod p) =
hash[ (S « y, )™ mod p | =
hash[ (g™ )™ mod p ] (3)
O DLW W DI K
k', =hash(y, modp) =k,
W F AR IE ] AT LA Y A B PO R 45 R
B LA %5 SR IEHA
GRMHT AT R =(S + y.Omod p L H T
PG BT A TF 6, RIAE ] Nl SR AT AT = A
A BEZ A ARVE B DT Al ER T LU A JF 15
R B B AT IR, HO98 UE i AR RO 23t 2 T
Bom o BT BEALITRIENE, R Alice
WA 0 A0 E BEIF: £, =
hash(k," mod p) = hash (g® « g )" mod p =
hash(y, “***“ mod p) H F & & A il Bob AL
B o, 8UE s WA BE AR 30095 55 B ko o JCVE X
3 e BT B LA 58 B ) 2 Ak
MAE N MR ITRHEEY BN
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(HC) [+ [ p| JHBRZRBTRINEZT |p|—|q
e, ERCR LR TR FELZ T - REFi2H,
T — YR A I BN — AR 5 L A G AN WA BT N KL A Ee AR
G EVAERRIEE T 1,

£1 BEFRSHMFRAELS

Tab.1 Comparison of improved scheme with other schemes

RS A A HAY

E=6.M=2

S&4E % D=0A=1 |HO]|+ |p|+]ql
H=2,N=2
E=6.M=2

D&+ E®% D=3,A=1 2lq |+ 12l
H=2,N=2
E=3M=2

Zheng & % D=1,A=1 |HG) |+ |q]
H=14,N=2
E=4M=1

e D=0,A=1 |HC) [+ | p ]
H=14,N=2

= 1%,S% + E % %/~ Schnorr & &4 +
ElGamal % ; D % + E % £ /8 DSS %44 + ElGamal
TN E KRS O M O RSRIE IR KD
BEBRIE B A AN SRz 5 IR B H o
JHVE A B N Sy o 0 265 0t 0 0 o e 25

Wk L BT i R R e A TR
P BA T AE A MRS 7] 2 A 0GR B
5 AT B RARH

3 SK 2% 7 5 M itk 7 %

3.1 SKEBHAENH

SK % 25 R 5 52 1T UK ] — T4 8 & 2% 45 R TR
N A ANHERERET AW —/NEEE,
MABE T W IHAANWER ., X —R AR ILERR
Pl H 25 R IR AR A R T Y R RS
3.1.1 SK&®mFE

IR 2, My, =g mod p JEKEH Al-
ice RV AN, o) My, 35N B, BFA
HRAYL I i =1,2, .0 5 | FREW, HAS
5 2,11 ik Ty AR

Alice X m, %% P H L% % B, =1,2,
cean) JJFH LM G B RREME o m,  HRBE
nE .

DBFEVLER 2 € Z, ©

25

k =hash(g*mod p),

k; =hash(y,, “mod p),

c;i=E; (m;),

ri=KH (i [eo [ == lm; Ml e,
(i =1,2,+,n),

s=x/Gryr, +x,.0)mod p ;

D Alice B (crvcyarrsc, srisersr,ss) %4 B

fift % 3 5 . B, HIE] Alice KK MIE B S .
PRI R4

Dit=Cy,g"" ) mod p,

k =hash(z),

t; =t"" mod p,
k; =hash(z,),
m;, =D, (c;) ;

DIE r = KH, Gy [epee llmy o e,y RS
AL s QAR BT . B, HeWOR S I FE s el R
P B, B, Al B SUE R (cracosrac,sriars,
cear,as) KIRS B, . B, MR EBE R m; It
5 E 2% SO A R
3.1.2  SK B4 5 Ry & Ak br

o ® oM o mouE g
KH; Cey [ eaees Fomy | e e, s 200 06 201 i 25
HAHE m. 5 A BEIEAT T — 2P AU SR 1IE , 33 R 5L il 5%
THE m, . W T RARA X IFEIEY G,
SCHRC1L] o, H EVBEAE A2 7 —Fh xS SK 5 & 1)
WUH Ty 58 AT BT R 22 e R B4 A TR IR
PE . A SCEE G T B Oy 1 B B R B A TE 1Y
SRR T kT R A A A TSR
3.2 3 SK B AR

SK 2% J7 A M 1 1 45 A b B A
{8 AHAZ 5 580 5 T8 58 2 B R 1 1% 7EIE F32E
B S HAE Ty A AEAR 22 1), HJ St A A & B

BT B0 0w G A A GIES A
AAESS 3 T A 1 X IE B R — R B AR, M
)RR 50 gl 2 X P X T L f o A 4K T
ZIN s DT80 5 A i A i ek o DL 4 A6 531
2 b B XU XS FIAE T B 03 1) 25 8 7 RS A
SHE UGG SK &% T R .

3.2.1 BEMEE TR

RS ECR A E S 3 7 PKGYY AR L, B %,
TEI 2 A q WY I9PESREE  INEEIG IR (G, ) FIsfe
EIEHHE (Goy o) P NG BAERTT, G, MG, 1
WRHEAS N : e.G, X G, =G,

PKG #EBRHCHAH(EEH o € z, " il
MBI AY: Py =0P € G, BARLHHH
% (E.D) fl Hash ¥ H,:{0,1} - G,.H :{0,1}
= Z, VARG SR Bn B8 5 KHL, %07 &
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MRS K. (G,Gyse PP w.E.D.H,,H,
KH) . Z&H 56 1D, . PKG fift th AR X3 I 1 2 41
A : p,=H,(D,) f 6, =6p, . WAHMN Y HF
Alice BJAGIRAI30H . p. = H,(ID,) Mo, =
Spa » Bi INABIMAII A . p,=H,(ID,) 56, =
Opi (i =124+ 2m) o e JEMI 2 1 A XU A2 4 AP
Weil Xtk 4 et 19 Tate X,
DELER 2 € Z,"
D5
k=e(P,P,.") »
k' =H(e(P,,P,," ")),
c.,=E, (m;) ,
r=KH,C(c, el = 1ec.s
s=P, 0" —7rd, ;
3)Alice Kk (ciacyarac, »rsas) Zi B, , (1<
< n),
ik 25 B
DT Alice A% .
p.=H,(D,) € G,,
k=e(P,s)e (Poysps)" »
ki =H(e(p,ss)e (8;sp.))s
DBAE r =KH, Cey oo o e, 5520z
IR m, 5 I FE 2 HEN
BTN, B, ALK (cyacoseerse, sras) RIEZ
B, . Kl EiRd R, B, AlRSRE TG E m, .
3.2.2 AP ECH T E I
YOS TR B R Rk, RS T R 1Y
INARR L E I FAEH AR 2 B8 30 (crvcnamerac, s
ros) BRELE TIATESLEI WAL S T AL . B L,
WU Z 5 B 7 58 B 2 R R R R YRR
R AEN R I ERE, PO Gy AR
JBIT. p. S, 53R Alice TRV, p, Fi0,
SRR B, WMAIRFAH, pow N PKG A
Bk Mk, NEEEEH, & ORE, HREEER. 5
k=rk Hbk, =k, JURSHZAEERA LT, s =
P * —ré, NREMHEY ., WEWT .
k'=e(P,s)e (P p.) =
e(P,s)e(P s rp,) =
e(P,s)e(OP .rp,) =
e(P,s)e(P,rép,) =
e(P,s)e(P,r6,) =
e(P,s+rd,) =
e(P,P,.,")
A3 k" =e(P,P,, ") =F ;
o =He(piss)e (8 p.)") =

HC(p;ys)e(Sp,srp,)) =
HGe(piss)e(p,rop.)) =
H(p;ys)e(p,srd,)) =
HCe(p,ys+7rd,)) =
H((P,; P,y "))
A3k, =H(e(P,.P,u")) =k ,
L5 FRTR PR R IE .
WARVEIHT T BIR S BCA 2 SK 5 &
MR D REE M ER TACIHE ., JE
HL AT LAY I 3207 58 B9 A 800 T A e A 2 LA N A9 T
B, A ENBIER r =KH, Gy o L Te
IS BOARJE  TFAE B 2 T DL i 2 045 2K A
e ny BRI, A AT AR AT RLEAT 30 0k AW 2 m,
PRIt 24t B 2] i, T DL 55 3 O HEAT SR AE i HL
At FE AR E . BT RSP £ v T,
=He(pios+rd,)) Bl K& TR o, it
# R o B I A e, DT R
Hom, . MTEZEITFH O, MERIGIREMN Alice
5 B, Z [ 9058 15 25 5 i i &% R 2> e AL ] =2 i
B 215 TH B O RS Alice k%5 B, 191%
BB B (cracasac, rys) (XX BRERBES W
FO) L2 AR O UGE AF R AE R . B L, etk
JE B977 % B R A A TR
RORIIHT 458 B 0y 9 A SR i A N 5 24
FLAH 25 ) B R T B 3 B e IE 15, T %
XUT7 B B 0347 I8 Tl — 26 & G5 2 400, 3R A K b [ A1
TEAERA
W R BT R LA R B0 5 A Y 4%
W07 R R TR AL R AR R e TR,
[ BN 0 J B 7 2830 B4 T TF IR EE L (H 2 IR R
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U AR 7 5 Bl D7 SR AE 2 4 Ve RN RR O TR 7
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I 1) 4 A L da 128 860 R R 28 TR A5 AT DI &2
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