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Behavior Modeling and Attribute Validation of Cyber-Physical
System (CPS) Based on Hybrid Automata
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(1.School of Computer, Northwestern Polytechnical University, Xi'an 710072,China;
2. Science College, Air Force Engineering University, Xi'an 710051, China )

Abstract; Non-function attribute such as real-time., security, and reliability, etc. is a key factor in cyber-
physical systems applied to many areas. On the basis of analyzing CPS modeling and verification, a CPS
behavior modeling and attribute verification is proposed in this paper. In this method, three steps are as
follows: (1) to model the behavior of CPS based on hybrid automata; (2) to convert this model to HP
model; (3) to verify the HP model in KeYmarera. The structure of behavior model language is introduced.
Rules of converting hybrid automata model to hybrid program (HP) model are established. The consisten-
cy of the conversion is analyzed. The result shows that this method can depict the behavior of CPS simply
and intuitively, and can also verify the properties of CPS strictly. By doing so, this avoids state space ex-
plosion in formal verification effectively.
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Fig.1 The framework for modeling and

verification of CPS behavior
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3 WS4

RN 31 4= ¥ ] & 8t (European Train Control
System, ETCS) J& — 4L &1 () CPS 1 H, WL 2,

ARG FE MY % train PTG LA ZE I § 2% RBC 2 4
It . F) % R VR 7E RBC Jy AL % 3
il (Movement Authority, MA) Niz4T, RPC & 4§ H
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Fig.2 The operation mechanism of ETCS

iz FE B ZE 1 o7 A (], mT DA 3 2 1 32 A7 o A
43R far.neg Ml cor 3 BB, far R4 IE
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emergency B, 3% A cor BrBt. Kb ST LR IFiG
P B 2] . SB 3R I i R 4 1 B2

R VAR TR SO AT LA T A8 & om IR
MR MAH ;A R0 1 e KN B 5 B 4 % om
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f& CPS-ADL “F- & . fili it ETCS 47 9 15 2 1Y
BFARAS I E
SYSTEM ETCS {
INTERFACE {
STATE {REAL v ;
REAL a;
REAL p;}
INPUT {REAL rv ;
REAL m ;
BOOL msg;}
OUTPUT { BOOL in MA; }
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PARAMETER ¢
REAL A=2, B=1, T=5,v0=0;
}
}
IMPLEMENTATION {
AUX {REAL ¢t;
REAL al [—B,0];
REAL a2 [ —B,A];
BOOL fast,slow,atsb;
BOOL emergency; }
AD {fast = v>=rv;
slow = v=rv;
atsb = (m—p)<=SB;
msg= emergency ;
DA {a = {IF fast THEN al}
a = {IF slow THEN a2}
a= {IF atsb | emergency THEN
—B };
}
CONTINUOUS {v=v0+a * t;
p=v0*xt+1/2*axt2;}
OUTPUT {inMA ={IF p<<m THEN true
ELSE false}

}
Fig BB T A5 A [R] 1 6 5 KON, | 3R A7 kg A5 Y 7 46
FHEN ) HP BRI
ETCS =(rpcU train) *
rpc = (m= % ; rv= * ; 7 (rv>0))
U msg:=emergency
train = lspd; hspd; atp; drive
Ispd= 7 (v=rv);
a:=x; 7 (—B=a=A);
hspd= 7 (v=rv);
a:= % ; 7 (—B=a=0);

gV oy ALy A
atp = SB;—ZB—FI)(B-FD( ZT +T*v);

if(m—p=SBV msg=emergency)
a:=—B
fi
drive= t:=0; (p'=v; v'=a;
t'=1Av=0ANt=T);
MM dL A5 w ~[ETCS x ] @ 47 R G Jm
M2y, Hrb, o AWK © I LR UER 4518
w=AZ=0ANB=0A2B(mn—p) ="

D= p<m
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