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An Algorithm of High Capacity Information Hiding Based on Pixel

Pair Matching for SAR Raw Data
LIU Juanni,ZHOU Quan
(National Key Laboratory of Science and Technology on Space Microwave,
Xi'an Institute of Space Radio Technology. Xi'an 710100, China)

Abstract: Aimed at SAR raw data, this paper proposes a high capacity information hiding algorithm based
on pixel pair matching conducted according to the secret data. By using an extraction function, different
combination of SAR real part and imaginary part are mapped into a secret digit in an n,-ary notation sys-
tem, and the optimal combination is chosen for a data block with the smallest MSE. Thus, the distortion
caused by information hiding can be ignored for SAR imaging. Compared with the other similar algo-
rithms, the PSNR of the proposed method increases 0.7 dB on average under condition of the same capaci-
ty, and high security is achieved with the help of various combinations.
Key words:information embedding;synthetic aperture radar;pixel pair matching;hiding capacity
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Fig.1 Examples for data combination
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Tab.1 Hiding capacity C and PSNR for SAR data

n 2 1 8 16
C 1 2 3 4
Datal 53.072 47.471 41.599 35.447
Data2 53.068 47.472 41.601 35.455
Data3 53.072 47.472 41.621 35.461
Data4 53.075 47.464 41.598 35.432
baf(E) 53.072 47.470 41.605 35.449
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Fig.3 Comparison results of RD imaging (n = 2)
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Tab.2 The MSE/PSNR of imaging results

using original and stego SAR data

n 2 1 8 16

C 1 2 3 1
Datal ~ 1.39/46.701  4.48/41.623  16.51/35.954  64.51/30.035
Data2  0.97/48.267  3.34/42.892  10.87/37.77  44.11/31.686
Data3  0.40/52.107  1.11/47.660  3.29/42.953  12.65/37.111
Datad  0.43/51.845  1,08/47.783  3.74/42.401  13.23/36.915
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Fig.4 Comparison results of different algorithms
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Tab.3 Hiding capacity C and PSNR of proposed method with different n
n 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
C 1 1.59 2 2.23 2.59 2.81 3 3.17 3.32 3.46 3.59 3.7 3.81 3.91 4
Lena  53.075 50,470 47471 45,792 44,101 42,786 41.600 40.656 39.664 38.880 38.080 37.414 36.638 35.984 35.446
Baboon 53.075 50.468 47.472 45.790 44,107 42,795 41.627 40.685 39.701 38.923 38.128 37.472 36.653 36.003 35.515
Boat  53.074  50.466 47.475 45.790 44,093 42,788 41.603 40.654 39.654 38.863 38.047 37.386 36.671 36.014 35.474
Airplane 53.075 50,462 47.453 45.781 44,062 42,773 41.591 40,619 39.623 38.824 38.012 37.347 36.706 36.034 35.480
Goldhill  53.072 50,465 47.476  45.789 44,099 42.794 41.623 40.664 39.691 38.897 38.097 37.436 36.615 36.013 35.494
Peppers 53,069 50,462  47.471 45,787 44,099 42,792 41,611 40.682 39.702 38,918 38.112 37.447 36.639 35.993 35.475
P 53.073  50.466 47.467 45788 44,093 42,788 41.610 40.660 39.673 38.884 38.079 37.417 36.654 36.007 35.481
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Tab.4 Comparison of execution time withn =2 (s)
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