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A Network Security Risk Assessment Model Based on Unascertained Mathematics

CHEN Jan-li
(College of Science, Armed Police Force Engineering University, Xi'an 710086, China)

Abstract:In view of many uncertain factors existing in the characteristics of network security evaluation, a
new network security comprehensive evaluation method is proposed based on the unascertained mathemat-
ics theory. Based on the analysis of network security risk, the index system and evaluation space of net-
work security risk evaluation factors are established. The unascertained mathematical method is used in the
network security risk comprehensive evaluation, and based on the theory of unascertained mathematics,
the new unascertained mathematics concept of unascertained measurement expectation, comprehensive e-
valuation unascertained measure vector, the unascertained evaluation two value effect expectation and two
value effect variance are defined. Based on the new unascertained concept, an unascertained mathematic
model of network security risk comprehensive evaluation is established. The model is applied by real exam-
ple, and the evaluation result is expressed by an unascertained rational number. The example shows that
the method is simple and effective. This study provides a new way for the network security comprehensive

evaluation.
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