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The Research for Multi — stage Network Attacks Based on FSM

WANG Ying — mei' , CHENG Xiang - yun', LIU Zeng - liang”
(1. College of Information Engineering, University of Science and Technology Beijing, Beijing 100083, China; 2.
National Defense Academy, Beijing 100011, China)

Abstract:An M — FSM model is proposed for the multi — stage vulnerable operations. The goal of this M - FSM
is to reason how the implemented step — by — step operation, or more precisely each step activity within the whole
operation, contributes an attack goal. This model can be used in discovering attack paths to critical network re-
sources. From these attack paths the system administrator can then derive an expression for network safety in terms
of the initial configuration and take measures to reinforce the network.

Key words :attack model; multi - stage attack; finite state machine; risk assessment
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