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1.1 ESSID

WA, TR R sh 1 S TR AR AP(Access Point) BN ¥ 3, X ERB a1 5 f1 AP ECE N
RA MR BHR S 4518 ESSID (Extended Service Set Identifier) , 20 Bl M R A & 2. SR TTIX
Mz 2R+ A R A S TEM R A i RFAE A E F ) AP Fil AP #) ESSID SRR, Jg 77 A
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HEHERTZ2MRE  WRFENRBLEMENZ LS. IEBELAXIEET,
1.2 MAC HutigiE

MAC Hulit i IE TR 7 AP & MK AMEAFfESS PR — AR B9 MAC 33k 33, RAFIZR R A AT
SRIf AP, XX AP HBAEZNTLRBNEELRES. CHELEES KANELTE, Bhirs
TEMF R EFREEN T ERUT MY MAC il B — M, B R ERA RN EHY
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RecoverWEPKey ( CurrentKeyGuss , KeyByte)
Counts[0...255] =0
for each packet—P
if Resolved(P. V)
Counts[ SimulateResolved ( P, CurrentKeyGuess) ] + = Weight( P, CurrentKeyGuess )
for each SelectMaximallndexesWithBias( Counts ) — ByteGuess
CurrentKeyGuess[ KeyByte ] = ByteGuess
if KeyByte = KeyLength
if CheckChecksums( CurrentKeyGuess)
return CurrentKeyGuess
else
Key = RecoverWEPKey( CurrentKeyGuss , KeyByte +1)
if Key = Success
return Key

return Failure
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A ESMP RGEMIDRE L AT LA AL F LA F R G-
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ERg AP EAXNRE, iILEEAPTFREANMS HIEEAFEZ RGN,
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Information Security and Roaming of Mobile on Wireless LAN
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Abstract: This paper analyzes the security character and the defects about the common used 802. 11 agreement,
proposes a principle of improved dynamic WEP encryption. The extensible security management platform based on
security policies of wireless LAN is presented and discussed. The roaming of mobile unit between APs is simply in-
troduced in the end.
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