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Abstract In existing malware visualization classification models, there are inadequate accuracy and ro-
bustness. For this reason, this paper proposes a malicious code visualization classification method CasKD-
Net (Cascade DenseNet with KAN) based on an improved DenseNet. The CasKDNet is to realize the im-
provements in accuracy and robustness by three key technologies. Firstly, a cascaded classifier structure is
constructed to enhance the feature discrimination ability of texture similar families. Secondly, the KAN
structure is used to replace the multi-layer perceptron in the DenseNet network, optimizing the non-linear
expression ability of the feature extraction process and improving the overall accuracy of the model. Final-
ly, the FFM image restoration algorithm is used to enhance the training set and improve the robustness of
the model. It appears from the experimental results on the malicious code dataset Malimg that the CasKD-
Net model achieves 99. 69% of classification accuracy, and is superior to the existing research methods.
Furthermore, in the context of white box attacks, the success rate of FGSM and I-FGSM algorithms at-

tack against the CasKDNet only serves as 12. 7% and 37. 5% respectively, and the model is valid in pre-
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venting adversarial attacks.
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Tab.5 Results of ablation experiment

# 6 CasKDNet B 5 HMIFRFELWERITIE

PSR BR/ 20

LAY

Accuracy Precision  Recall Fl-score

CasKDNet-1 98.43 98. 44 98. 43 98. 43

CasKDNet-2 99. 48 99. 48 99. 48 99. 47

CasKDNet-3 99. 69 99.70 99.69 99.69

CasKDNet 99. 69 99. 74 99.69

3.3.3 SEEETRXS L

ST IR AR SC T 8 7 VA A S S B CasKD-
Net BBIFIIT 5 4K 7E Malimg Z48 4 42 H HAth
() T AR o R R A7 ) L, 25 SR 6 FTon
M A B s T, AT W5 O R A L, CasKDNet
BB ELAG T4 (RO 45 T 48 br 24 B A L3

99. 68

Tab.6 Comparison of experimental results between CasKD-
Net and other methods
o b ﬁfﬁ?‘é%/%
Accuracy Precision Recall Fl-score

SCHk[21] 2019 99. 03
Xik[22] 2020  98.82 98. 85 98. 81 98.75
SCHk[23] 2020 98.79 98.79 98.79
Xwmkl[24] 2021 98.63 96.58
ScHk[25] 2021 98. 90 98.58 98.79 98. 89
SCHkL6] 2021 99. 17 99. 10 98. 80 98.95
C#k[26] 2022 98.50 94. 23 93.91  93.91
XEk[27] 2022 99.03
SCHk[20] 2023 99. 35 99. 37 99. 35 99. 35
SCuk[28] 2023 98. 81 98. 85 98.79 98. 83
SCHk[12] 2024 98.42
SCHk[15] 2024 99.08 99. 06 99. 07 99. 06
SCHk[29] 2024 99. 31 99. 26 99. 23 99. 24
A 2025 99.69  99.74  99.69  99.68

3.3.4  XPPUtETGl L

FEiE CasKDNet 158 A & 4 % , £ Malimg %%
Pt S 1 000 3 A o R T A AR AR O 0 S AR
M EME 78 & X 15 5 T 40 3R H FGSM. il T-
FGSM 2 FhEE kb T i FEUAR AR OGRS, % A5 25
HEAT B WA I L) R

EXTHESCE T B S8 e M E R —A R
SRR OE T X PR AR 5 G B AR 22 0] 1) 25 5 7
. NTELR K e 19 BUE R 2 7E— 44 BE
. L Adposhel K%L A R 5], R H FGSM Hl 1-
FGSM 2 P AE A R 3l 2 80T A o P ik A [
B 10 FE 11 FR

JEAR RIS £=0.01

£=0.02

£=0.03

£=0.04 £=0.05 £=0.06 &=0.07
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e=0.12
10 A[E & ET FGSM & % 4 3T i A B %
Fig. 10

e=0.13 e=0.14 e=0.15
Adversarial samples generated by FGSM algorithm

under different £ values
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Fig. 11  Adversarial samples generated by I-FGSM algorithm
under different & values
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Fig. 12 Attack success rates of two algorithms under different
¢ values
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Fig. 13  Attack success rates of two algorithms on MobileNet
FT under different & values
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