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A Method of Enhancing Adversarial Example Transferability Based on NadaMax
Update and Dynamic Regularization

SONG Yafei, QIU Wenbo, WANG Yifei, FENG Cungian
(Air Defense and Antimissile School, Air Force Engineering University, Xi’an 710051, China)

Abstract To address the problem of insufficient transferability of adversarial examples and inadequate
black-box attack capabilities in deep learning models, this study designs an iterative fast gradient method
based on the NadaMax optimizer (NM-FGSM). This method integrates the advantages of Nesterov Accel-
erated Gradient and the Adamax optimizer, improving the accuracy of gradient updates through adaptive
learning rates and lookahead momentum vectors. Additionally, dynamic regularization is introduced to en-
hance the convexity of the problem, optimizing algorithm stability and specificity. The experimental re-
sults demonstrate that the NM-FGSM is prior to the existing methods under conditions of various attack
strategies, particularly in advanced defense scenarios, attack success rate increases by 4% ~8%. The dy-
namically regularized loss function enhances the cross-model transferability of adversarial examples, there-
by further improving black-box attack effectiveness. Finally, points out the way forward for the NM-

FGSM algorithm and defense measures, providing a new insight into the security research of deep learning
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Tab.1 Comparison of attack success rates against single models by various algorithms
I/ % P A
TR Rk FEAR = 4
Inc-v3 Inc-v4  IncRes-v2  Res-101  Inc-v3ens3 Inc-v3ens4 IncRes-v2ens i ] /s
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Tab.2 Comparison of attack success rates against model ensembles by various algorithms

%
Bk Inc-v3 * Inc-v4 * IncRes-v2 * Res-101 * Inc-v3ens3 Inc-v3ens4 IncRes-v2ens
MI-FGSM 99.9 * 98. 3 * 96. 2 * 99. 8 38.5 34.1 22.6
NI-FGSM 99. 8 * 99. 8 98.7 % 99.7 38.2 23.4 43.1
NM-FGSM 99.7 x 99. 4 * 99.5 * 99. 6 57.0 50.7 35.1
MF 2 ATER E] L NM-FGSM fEMGl: 3 0 it Hofth 2 Fh 3k T 2 4 /9 25 10 ooy A LAY & 0l

YN AR Y B (1) SF 5 5 D) R b MI-FGSM. & 15 %
DL, NFFGSM & 12% DL b, 3 — B3 T
NM-FGSM f i #e . [FBF, NM-FGSM {5 9% {4 £ 5

4.4 BWEXREBMEATEZR
BT b 3 0 A [ T o SR e 4K 5k Y 1 e
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Hh A A5 3l 5F MI-FGSM L, NIFFGSM. #1 NM-FGSM
1E H A S B B A ML A &b, SR UL B NM-
FGSM M i 3T #8 1k g 19 4 1 2 F, X 22 07 i
5 NIPS 3E 8 h HEA B 3 44 09 Bl AR i D 7 8 m
AGl S £ M (HGD) . B ML %% K /N Fn 8 5
(RE&P) 45 NIPS-r3 A B M) 7 48, LA & 3 Ff i
AR M1 15 B8 O 9 AR AE 2R A (FD) L3 i % 4 5
A AL 4 3l (ComDefend) F Bl AL ¥ (RS) . 5L 58
gER I 3 N,
3 BREEIEHBETRRERINE L

Tab.3 Comparison of attack success rates against advanced
defense schemes by various algorithms
%
By HGD R&P NIPSt3 FD ComDefend RS Average
MI-FGSM 36.9 29.3 40.8 51.6 47.5 27.1 38.9
NI-FGSM  38.2 30.5 42.3 48.7 47.0 29.3 39.3
NM-FGSM 42.8 34.4 45.1 59.6 49.5 26.7 43.0

H12 3 A DLW 5], NM-FGSM 7 X < 5c 3k B
BT X BR T RS J5 ik 22 A0 0 F At B A8 7 vk
A7 85 vy 0 T i B R JE AR A FD J5 vk, L
J3hh 2 B R I MI-FGSM B 2 5 41 8 %6 11
Yo PR . BILTE RS ik ERMAENJRH 5
RS J7 MR ¢ RS 7 = 307 M 7 4 35 R XF 4 2 R
BOHAT 1OV AL B L BEAE T A S T AR Bl X
P 2l B A G P L IR TR0 BE 0 4 B R R TR AR
JE 77 1] B B/ IME B
4.5 HETZTHAMXIK

AT AR BN BB TR RE R W . TR
AR b EAUEL 2 ALK 2~16 0. H
AN Inc-v3 BEARL, HARBIALN Inc-v3ens3. Inc-
v3ensd l IncRes-v2ens #5#), & 2. F 3.F 4 xR
T 3 P sh % AR Mk (MI-FGSM L, NI-FGSM, NM-
FGSM) A [ 1 AU RO T o B4R B9 525
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Fig.2 Relationship between attack success rate and iteration

number for various algorithms targeting Inc-v3ens3
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Fig.3 Relationship between attack success rate and iteration

number for various algorithms targeting Inc-v3ens4
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10 A 8 YAk AR, LKL T NM-FGSM [ f #¢ .
I EEE R 1IN s AN X HURE AR A B[] >k
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Tab.4 Comparison of attack success rates before and after the introduction of dynamic regularization
%
Bk Inc-v3 * Inc-v4 IncRes-v2 Res-101  Inc-v3ens3 Inc-v3ensd  IncRes-vZ2ens

MI-FGSM 99. 2 % 37.8 36. 8 34.0 11.5 11.2 5.7
MI-FGSM () 25 1E 1)) 99,7 x 44.8 43.1 36.2 13.8 13.9 6.7
NI-FGSM 99.2 % 42.5 40.6 35.3 13. 4 13.0 6.7
NI-FGSM (3 2% 1E ) 99. 4 x 45.6 44. 1 34.9 16. 6 16.3 9.5
NM-FGSM 98. 8 * 49.2 45.2 39.1 15.9 15. 4 8.2
NM-FGSM () 2 1E 1) 99.2 x 48.7 48.6 43.0 18.3 19.6 14.3

45 SR BT AR 2], S IE I 51 A 7E I E I
i AR A A Moy v B AR A 8O il S 3 AP AR
IR B B R T R R T 3% UL AR T
ROR BB S50 T XS HUREAS 19 2 U5 1t AT RSk
Ha] LA F 1, NI-FFGSM £ Res-101 % % FI NM-
FGSM #£ Inc-v4 BEAL E (AL R A K BEAR, 54
YR 5 7% B L) R 2l 285 TF D) 50 A A0 M R DG X T
RERY Y P 0 F e AR REAR G b3 1

5 G T 4 FpEAEH ,NM-FGSM 1£ il A 3
75 TE DU Ak T i S ) B[] AR X b, 32 S B R AR
A TR AR Ak . BT DL Y Rl S A E AR IS
NM-FGSM 7 A= B B0 A~ % 404 45 9 B5F ] 1 25 38 Jin
5% ~8 Y0 » 3G i AHXF AL/ AF B X T ] A2 4% FE Y
G3AT 33X A B[] 39 e 7R R 22 00 3 & T R 2 T
FESZ 0 o R R A A A PR B A A T U A
s, R A ) A JT B84, AN 2 % e A N AR
ES AR

x5 BBREMNKTSEH NM-FGSM B i8] B A ¢
Tab.5 Change in time cost of NM-FGSM due to dynamic re-

gularization term

i JELI E] /s Filt AR IR /s
Inc-v3 1. 20 1. 26
Inc-v4 3.22 3.40
IncRes-v2 3.41 3.63
Res-101 4.04 4.32

5 4iE

AR SCHE RGBT 24 506 0 2 5 97 4 450 38 900k
RO E L H T 3T NadaMax 4k #5 B9 2540 P
AR 2 (NM-FGSMD) Ll a3 51 A A 3 B 24 2] %
T RS 2 e R 2 2 OE Ak 4R T T BB AR 1Y i
BrEmB e ige 1. LmE IV, NM-FGSM
TEZ RO SR N YR T IA ik, Aok TAEK 4
T A U SR 2 S A A A B R S D7 SR
AT BB A TE ZRER B B A AR B 8 A A ot

P 2 45 5 3 E AT R w0, 1 — 2B 58 3 R 1k
NM-FGSM, DR T HAE R 5= TR R B, R,
EF X NM-FGSM A= 5 X e A, - R in A
K00 17 A 1 L A Sy R R 2 T AR ) 22 4 M E 5
TR B 2 A AN (E R .
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