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A Network Security Situation Prediction Method Based on GSA-SVM

CHEN Yuxin, YIN Xiaochuan™, TAN Ren
(Information and Navigation College, Air Force Engineering University, Xi’an 710077 ,China)

Abstract: In order to more accurately master the laws of network security situation regular and prevent
some network security threats, in view of the problem of parameter selection of Support Vector Machines,
plus, the gravitational search algorithm (GSA) is characterized by few parameters needed and having great
ability in global optimization, a network security situation prediction model (GSA-SVM) is proposed for
GSA optimization SVM parameters. First, the parameters of SVM are treated as objects in space, and
mean square error (MSE) of predicted value and actual value of SVM under this parameter is used as the
objective optimization function, then GSA can find the optimal parameters of the SVM by simulating the
law of gravitation, and finding the optimum parameter eventually. Finally, a network security situation
prediction model is established according to the optimal parameters. Using DARPA 1999 data set provided
by MIT Lincoln Laboratory in MATLARB platform, the simulation results show that GSA-SVM improves
the accuracy of network security situation prediction and accelerates prediction of network security situa-
tion relative to other prediction algorithms. This provides a new way to solve problem of network security
situation prediction.
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