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A PCA-BP Neural Network-based Intrusion Detection Method

LIANG Chen, LI Chenghai, ZHOU Laien

(Air & Missile Defense College, Air Force Engineering University, Xi'an 710051, China)

Abstract; Aimed at the problems that slow convergence speed, poor learning performance and other imper-

fections exist in the classical BP neural network intrusion detection, a PCA-BP neural network intrusion

detection method is put forward by adopting principal components analysis and additional momentum

method, This method improves the classical BP neural network algorithm by data features selection and

network weights amendment. Firstly, the paper standardizes the network data set, and then adopts it to

deal with dimension reduction to confirm the characteristics. Finally, the paper detects the processed data

set by improved BP neural network. Through the lots of experiments in KDD Cup 1999 network data sets,

the result shows that the method has better performances in system model convergence, detection efficien-

cy and detection accuracy in most network environment. Especially, in training samples, the convergence

of system model, the detection efficiency and the detection accuracy are better than that by using BP neural

network algorithm and half-supervision intrusion detection algorithm.

Key words: intrusion detection system; principle component analysis; back propagation neural network;

additional momentum; intrusion detection algorithm
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Fig.1 Topological structure of PCA-BP neural network
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Fig.2  Model of PCA-BP neural network-based

intrusion detection algorithm
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Tab.1 Aggression and distribution of KDD CUP99 10% data set X = . 21 i S = n—1 2 (s —x;) (6)
i=1 i=1
Bl i S L o B 0 RE AL TR I G
o 14 0 5 WA P
ata Lype Training Data Test Data AT RR AL AL AT X j = % X ij yoplll éﬁ%
om0 oo DO i R |
s 3.3 AL
satan(2) 1 500 1 000 — o . “p =AY
) B — R, 5 S IR AR A D
portsweep(3) 1 000 1 000 SR P N —
e 2 000 poo  BURRK S ECE S RAERH R W e
back(5) 1500 1 000 BHD . SR 3.1 prR Ul g icdls 42 LA ik A s
ipsweep(6) 1 000 1 000 U L LA 3.2 19 Frd Jy i 5 Hoalb A7 b A b # S LR
warezclient(7) 1 000 1 000 ﬂ]léj‘ﬁ% L i&ﬁ?ﬁ%gﬁ ’ Uﬁﬁiiﬁj\i%%ﬁﬁ H bk
Total 32 000 19 000 :laza""4o) ° ﬂ‘fﬂ%ﬁiﬁﬁ/\?ﬂaﬂﬂ:% BP ?qaé':;é

3.2 gL E

R — S W45 L SR S 41 A E Pk
FRAE, o 3 A £ 45 AR o, LR S BO(E AL AR 4,
A AN [R) 0 i R 4R 0 A S [) 1 B S s o 7E R AT 4G
B E 5 X el RS >R %) S A R B 1Y J R R AR
HEATPRIEARAL B, 8 5, R 4% TCP 3% H2 5 AR E
AR 0 5 A 3 A5 A8 o B e OB {8 Y A
i, W7EPMLZE R E A TCP.ICMP, UDP3 #h 2%
Ry B 1.2.30 SR H BT A I S (E AL AR
IR RRE AL P

HATE B ERBHEASE ; M oraErE
o, MERRESE s, (B

Mo . BB &R M & oot A Bk
(1 =1,2,...,50) . IJm MBI E U Ll it
BT PCA-BP it 28 9 45 (19 AR K 75 76 R A7 40 531

AW 3.1 1 TR I 2R AR BT A 1Y 8
ol S 7 114y 1) 2 KA R AT 2 RS

HEAT X HG A A5 0, 32 o B0 ik B 28 AR 3=
AT B AT DL S8 4 W R A 5 B, . TR A B
AP ZICECH /N T 10 A KR EfE R 2. KT
45 NGB B LG A . 45 BT, Y 3 a4
Ho 28 A, B ph 22 08 H Ry 39 AN, B 2 4% 11
N A I B R RS R d i . AR S B AR
RS T B3 4 G T o A 2 L3 2,

X2 AEASETAEGRNAEFBEIL
Tab.2 Comparison of detection rate in different parameters
E% w4l .
T 10 15 20 25 28 30 35 10
8 R ST §E]
10 0.765 18 0.778 62 0.81262 0.89588 0.93561 0.93800 0.950 40 0.964 20
20 0.745 16 0.801 60 0.807 50 0.909 52 0.964 80 0.994 60 0.99581 0.994 28
25 0.742 64 0.73456 0.734 62 0.756 04 0.976 61 0.996 00 0.99500 0.994 07
30 0.742 42 0.806 68 0.753 46 0.898 66 0.986 04 0.996 50 0.994 83 0.995 40
35 0.751 64 0.803 20 0.83144 0.80792 0.996 40 0.996 60 0.994 49 0.994 80
39 0.775 60 0.759 34 0.937 08 0.952 84 0.996 60 0.99564 0.99586 0.995 67
40 0.751 64 0.74256 0.803 10 0.800 66 0.99545 0.996 03 0.99540 0.996 00
45 0.742 80 0.74256 0.944 02 0.746 06 0.99522 0.996 04 0.99544 0.985 00
50 0.749 14 0.751 30 0.896 42 0.914 72 0.956 26 0.96580 0.967 00 0.985 23
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Tab.3 Comparison of detection rate of different algorithms

A G 31 1) S A K MRS

B S Semi-Supervised ) Semi-Supervised
BP PCA-BP BP PCA-BP

GHSOM GHSOM

normal 6 395 9 261 9 291 0.639 5 0.926 1 0.929 1
smurf 2 000 2 000 2 000 1.000 0 1.000 0 1.000 0
satan 571 832 840 0.571 0 0.832 0 0.840 0
portsweep 713 787 810 0.713 0 0.787 0 0.810 0
Neptune 1583 1734 1732 0.791 5 0.867 0 0.866 0
back 698 833 868 0.698 0 0.833 0 0.868 0
ipsweep 437 641 675 0.437 0 0.641 0 0.675 0
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Total 12 961 16 511 16 758 0.682 2 0.869 0 0.882 0
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