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Abstract: Intrusion detection system is a newly emerging and promising security measure. Data mining methods
have been used to build automatic intrusion detection systems based on anomaly detection. The goal is to character-
ize the normal system activities with a profile by applying mining algorithms to audit data so that abnormal intrusive
activities can be detected by comparing the current activities with the profile. This paper provides a new Intrusion
Detection method based on data mining technology and combines fuzzy logic with apriori mining method. By group-
ing the quantitative attributes in network traffic according to fuzzy set, and by using genetic algorithm to construct
the membership functions that state the fuzzy set, the existing " sharp boundary" problem can be avoided if the clas-
sic set theory is adopted. The experiment result shows that this combining fuzzy logic data mining method is an ef-
fective anomaly detection way.
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Abstract ; By improvement of Zhengs authenticated key agreement protocol, an identity sign — cryptic technique —

+

based authenticated key agreement protocol is proposed. This protocol has the advantage of sign — cryptic technique
and achieves the two functions of authentication and encryption in a single logical step. Therefore, it is of high effi-
ciency. Moreover, due to using ID — based public key system, the expense of building and managing public key in-
frastructure is decreased and the users need not store or transfer public keys and certificate. And again, in our pro-
posed protocol the bilinear pairing on elliptic curve is employed to reach the equivalent security levels with short
length key and small computation cost. As a result, the remarkable properties of our authenticated key agreement
protocol are low computation cost, narrow bandwidth requirement, and high security level.
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